
# apt-get update
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# apt-get install openvpn easy-rsa

/etc/openvpn

# gunzip -c /usr/share/doc/openvpn/examples/sample-config-files/server.conf.gz > /etc/openvpn/serv

# nano /etc/openvpn/server.conf

# Diffie hellman parameters.

# Generate your own with:

#   openssl dhparam -out dh1024.pem 1024

# Substitute 2048 for 1024 if you are using

# 2048 bit keys.

dh dh1024.pem

dh1024.pem dh2048.pem
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dh  dh2048.pem

server.conf

# If enabled, this directive will configure

# all clients to redirect their default

# network gateway through the VPN, causing

# all IP traffic such as web browsing and

# and DNS lookups to go through the VPN

# (The OpenVPN server machine may need to NAT

# or bridge the TUN/TAP interface to the internet

# in order for this to work properly).

;push "redirect-gateway def1 bypass-dhcp"

push "redirect-gateway def1 bypass-dhcp"

push "redirect-gateway def1 bypass-dhcp"

# Certain Windows-specific network settings

# can be pushed to clients, such as DNS

# or WINS server addresses.  CAVEAT:

# http://openvpn.net/faq.html#dhcpcaveats

# The addresses below refer to the public

# DNS servers provided by opendns.com.

;push "dhcp-option DNS 208.67.222.222"

;push "dhcp-option DNS 208.67.220.220"

push "dhcp-option DNS 208.67.222.222" push "dhcp-option

DNS 208.67.220.220"
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push "dhcp-option DNS 208.67.222.222"

push "dhcp-option DNS 208.67.220.220"

server.conf

# You can uncomment this out on

# non-Windows systems.

;user nobody

;group nogroup

user nobody group nogroup

user nobody

group nogroup

# echo 1 > /proc/sys/net/ipv4/ip_forward

sysctl
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# nano /etc/sysctl.conf

sysctl

# Uncomment the next line to enable packet forwarding for IPv4

#net.ipv4.ip_forward=1

net.ipv4.ip_forward

# Uncomment the next line to enable packet forwarding for IPv4

net.ipv4.ip_forward=1

ufw

# apt-get install ufw

# ufw allow ssh

1194

# ufw allow 1194/udp
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# nano /etc/default/ufw

DEFAULT_FORWARD_POLICY="DROP"

DROP ACCEPT

DEFAULT_FORWARD_POLICY="ACCEPT"

# nano /etc/ufw/before.rules

#

# rules.before

#

# Rules that should be run before the ufw command line added rules. Custom

# rules should be added to one of these chains:

#   ufw-before-input

#   ufw-before-output

#   ufw-before-forward

#

# START OPENVPN RULES

# NAT table rules

*nat

:POSTROUTING ACCEPT [0:0]

# Allow traffic from OpenVPN client to eth0
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-A POSTROUTING -s 10.8.0.0/8 -o eth0 -j MASQUERADE

COMMIT

# END OPENVPN RULES

# Don't delete these required lines, otherwise there will be errors

*filter

# ufw enable

Command may disrupt existing ssh connections. Proceed with operation (y|n)?

y

Firewall is active and enabled on system startup

# ufw status

Status: active

To                         Action      From

--                         ------      ----

22                         ALLOW       Anywhere

1194/udp                   ALLOW       Anywhere

22 (v6)                    ALLOW       Anywhere (v6)

1194/udp (v6)              ALLOW       Anywhere (v6)
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# cp -r /usr/share/easy-rsa/ /etc/openvpn

# mkdir /etc/openvpn/easy-rsa/keys

# nano /etc/openvpn/easy-rsa/vars

export KEY_COUNTRY="US"

export KEY_PROVINCE="TX"

export KEY_CITY="Dallas"

export KEY_ORG="My Company Name"

export KEY_EMAIL="sammy@example.com"

export KEY_OU="MYOrganizationalUnit"

vars server

server.key server.crt
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# X509 Subject Field

export KEY_NAME="EasyRSA"

KEY_NAME EasyRSA

server

# X509 Subject Field

export KEY_NAME="server"

dhparam

-out

# openssl dhparam -out /etc/openvpn/dh2048.pem 2048

easy-rsa

# cd /etc/openvpn/easy-rsa

./vars

# . ./vars
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NOTE: If you run ./clean-all, I will be doing a rm -rf on

/etc/openvpn/easy-rsa/keys

# ./clean-all

ENTER

# ./build-ca

ENTER vars

/etc/openvpn/easy-rsa

KEY_NAME

server

# ./build-key-server server

ENTER

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:
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y

Sign the certificate? [y/n]

1 out of 1 certificate requests certified, commit? [y/n]

Write out database with 1 new entries

Data Base Updated

/etc/openvpn

# cp /etc/openvpn/easy-rsa/keys/{server.crt,server.key,ca.crt} /etc/openvpn

# ls /etc/openvpn

# service openvpn start

# service openvpn status

* openvpn.service - OpenVPN service
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   Loaded: loaded (/lib/systemd/system/openvpn.service; enabled)

   Active: active (exited) since Thu 2015-06-25 02:20:18 EDT; 9s ago

  Process: 2505 ExecStart=/bin/true (code=exited, status=0/SUCCESS)

 Main PID: 2505 (code=exited, status=0/SUCCESS)

Active: active (exited)

since... Active: inactive (dead) since...

/var/log/syslog

Options error: --key fails with 'server.key': No such file or directory

server.key /etc/openvpn

duplicate-cn /etc/openvpn

/server.conf

client1

client2 iphone2

client1

client1
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/etc/openvpn/easy-rsa

# ./build-key client1

ENTER

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

y

Sign the certificate? [y/n]

1 out of 1 certificate requests certified, commit? [y/n]

Write out database with 1 new entries.

Data Base Updated

keys

.conf .ovpn

# cp /usr/share/doc/openvpn/examples/sample-config-files/client.conf /etc/openvpn/easy-rsa/keys/cl

client1

client.ovpn

client.ovpn
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client.ovpn

# nano /etc/openvpn/easy-rsa/keys/client.ovpn

remote my-server-1 your_server_ip

# The hostname/IP and port of the server.

# You can have multiple remote entries

# to load balance between the servers.

remote your_server_ip 1194

user nobody group nogroup

server.conf

# Downgrade privileges after initialization (non-Windows only)

user nobody

group no group

/etc/openvpn/easy-rsa/keys

client1

/etc/openvpn/easy-rsa/keys/client1.crt

/etc/openvpn/easy-rsa/keys/client1.key

ca.crt client.ovpn

ca.crt

/etc/openvpn/easy-rsa/keys/client.ovpn
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/etc/openvpn/ca.crt

client1

client1.key

# scp root@your-server-ip:/etc/openvpn/easy-rsa/keys/client1.key Downloads/

client1

client1

client.ovpn

ca.crt

client.ovpn

client.ovpn

client.ovpn
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# SSL/TLS parms.

# . . .

;ca ca.crt

;cert client.crt

;key client.key

# echo '<ca>' >> /etc/openvpn/easy-rsa/keys/client.ovpn

# cat /etc/openvpn/ca.crt >> /etc/openvpn/easy-rsa/keys/client.ovpn

# echo '</ca>' >> /etc/openvpn/easy-rsa/keys/client.ovpn

# echo '<cert>' >> /etc/openvpn/easy-rsa/keys/client.ovpn

# cat /etc/openvpn/easy-rsa/keys/client1.crt >> /etc/openvpn/easy-rsa/keys/client.ovpn

# echo '</cert>' >> /etc/openvpn/easy-rsa/keys/client.ovpn

# echo '<key>' >> /etc/openvpn/easy-rsa/keys/client.ovpn

# cat /etc/openvpn/easy-rsa/keys/client1.key >> /etc/openvpn/easy-rsa/keys/client.ovpn

# echo '</key>' >> /etc/openvpn/easy-rsa/keys/client.ovpn

scp client.ovpn
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ufw status
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root@raspberrypi-vpn:/etc/openvpn/easy-rsa# service openvpn start

root@raspberrypi-vpn:/etc/openvpn/easy-rsa# service openvpn status

● openvpn.service - OpenVPN service

   Loaded: loaded (/lib/systemd/system/openvpn.service; enabled)

   Active: active (exited) since Sun 2015-10-18 13:01:19 CEST; 8s ago

  Process: 2682 ExecStart=/bin/true (code=exited, status=0/SUCCESS)

 Main PID: 2682 (code=exited, status=0/SUCCESS)

Oct 18 13:01:19 raspberrypi-vpn systemd[1]: Started OpenVPN service.

root@raspberrypi-vpn:/etc/openvpn/easy-rsa#

root@raspberrypi-vpn:/etc/openvpn/easy-rsa# ./build-key Fujitsu_Siemens2

  Please edit the vars script to reflect your configuration,

  then source it with "source ./vars".

  Next, to start with a fresh PKI configuration and to delete any

  previous certificates and keys, run "./clean-all".

  Finally, you can run this tool (pkitool) to build certificates/keys.

root@raspberrypi-vpn:/etc/openvpn/easy-rsa#
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scp
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