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# apt-get install openvpn
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# mkdir /root/easy-rsa

cp -prv /usr/share/doc/openvpn/examples/easy-rsa/2.0 /root/easy-r

# cp vars{,.orig}

KEY_SIZE=4096

KEY_COUNTRY="IN"

KEY_PROVINCE="UP"

KEY_CITY="Noida"

KEY_ORG="Home"

KEY_EMAIL="user@example.net"

# source ./vars

./clean-all

# ./build-ca
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# ./build-key-server server-name

# ./build-dh

# ./build-key client-name

# openvpn --genkey --secret /root/easy-rsa/keys/ta.key

# mkdir -p /etc/openvpn/certs

# cp -pv /root/easy-rsa/keys/{ca.{crt,key},server-name.{crt,key},

script security 3 system

port 1194

proto udp

dev tap

ca /etc/openvpn/certs/ca.crt

cert /etc/openvpn/certs/server-name.crt

key /etc/openvpn/certs/server-name.key

dh /etc/openvpn/certs/dh4096.pem
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tls-auth /etc/openvpn/certs/ta.key 0

server 192.168.88.0 255.255.255.0

ifconfig-pool-persist ipp.txt

push "redirect-gateway def1 bypass-dhcp"

push "dhcp-option DNS 8.8.8.8"

push "dhcp-option DNS 8.8.4.4"

keepalive 1800 4000

cipher DES-EDE3-CBC # Triple-DES

comp-lzo

max-clients 10

user nobody

group nogroup

persist-key

persist-tun

#log openvpn.log

#status openvpn-status.log

verb 5

mute 20

# echo 1 > /proc/sys/net/ipv4/ip_forward

# update-rc.d -f openvpn defaults

# service openvpn restart

# apt-get install openvpn

script security 3 system

client

remote vpn_server_ip

ca /etc/openvpn/certs/ca.crt

cert /etc/openvpn/certs/client.crt

key /etc/openvpn/certs/client.key

cipher DES-EDE3-CBC

comp-lzo yes
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dev tap

proto udp

tls-auth /etc/openvpn/certs/ta.key 1

nobind

auth-nocache

persist-key

persist-tun

user nobody

group nogroup

# update-rc.d -f openvpn defaults

# service openvpn restart

client-connect /etc/openvpn/client-connect.sh

client-disconnect /etc/openvpn/client-disconnect.sh

#!/bin/bash

BASERANGE="2a00:dd80:003d:000c"

ifconfig $dev up

ifconfig $dev add ${BASERANGE}:1001::1/64

ip -6 neigh add proxy 2a00:dd80:003d:000c:1001::2 dev eth0

exit 0
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#!/bin/bash

BASERANGE="2a00:dd80:003d:000c"

/sbin/ip -6 addr del ${BASERANGE}::1/64 dev $dev

exit 0

# chmod 700 /etc/openvpn/client-connect.sh

# chmod 700 /etc/openvpn/client-disconnect.sh

echo 1 >/proc/sys/net/ipv6/conf/all/proxy_ndp

echo 1 > /proc/sys/net/ipv4/ip_forward

echo 1 > /proc/sys/net/ipv6/conf/all/forwarding

/etc/init.d/firewall stop && /etc/init.d/firewall start

#!/bin/sh

# description: Firewall

IPT=/sbin/iptables

IPT6=/sbin/ip6tables

case "$1" in

start)

$IPT -F INPUT

$IPT -A INPUT -i eth0 -m state --state ESTABLISHED,RELATED -j ACC

$IPT -A INPUT -i eth0 -p tcp --dport 22 -j ACCEPT

$IPT -A INPUT -i eth0 -p icmp -j ACCEPT

$IPT -A INPUT -i eth0 -p udp --dport 1194 -j ACCEPT

$IPT -A INPUT -i tap+ -j ACCEPT

$IPT -A FORWARD -i tap+ -j ACCEPT

$IPT -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT
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$IPT -t nat -F POSTROUTING

$IPT -t nat -A POSTROUTING -s 10.8.0.0/24 -o eth0 -j MASQUERADE

$IPT -A INPUT -i eth0 -j DROP

$IPT6 -F INPUT

$IPT6 -A INPUT -i eth0 -m state --state ESTABLISHED,RELATED -j AC

$IPT6 -A INPUT -i eth0 -p tcp --dport 22 -j ACCEPT

$IPT6 -A INPUT -i eth0 -p icmpv6 -j ACCEPT

$IPT6 -A FORWARD -s 2a00:dd80:003d:000c::/64 -i tap0 -o eth0 -j A

$IPT6 -A INPUT -i eth0 -j DROP

exit 0

;;

stop)

$IPT -F

$IPT6 -F

exit 0

;;

*)

echo "Usage: /etc/init.d/firewall {start|stop}"

exit 1

;;

esac

# sh /etc/rc.local

# create the ipv6 tunnel

up /etc/openvpn/up.sh

down /etc/openvpn/down.sh

# need this so when the client disconnects it tells the server

explicit-exit-notify

#!/bin/bash

IPV6BASE="2a00:dd80:3d:c"

ifconfig $dev up

ifconfig $dev add ${IPV6BASE}:1001::2/64

ip -6 route add default via ${IPV6BASE}:1001::1

exit 0
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#!/bin/bash

IPV6BASE="2a00:dd80:3d:c"

/sbin/ip -6 addr del ${IPV6BASE}::2/64 dev $dev

/sbin/ip link set dev $dev down

/sbin/ip route del ::/0 via ${IPV6BASE}::1

exit 0

# chmod 700 /etc/openvpn/up.sh

# chmod 700 /etc/openvpn/down.sh

nameserver 2001:4860:4860::8888

nameserver 2001:4860:4860::8844
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