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| ntroduction

If you require to secure your Samba installation with a firewall, you would need informaliahparts and
protocols are used. This page will give you an overview.

| dentify on which portsand interfaces Sambais
listening

You can use "netstat” to identify which ports Samba and related daemons are listening onlaind tPsw

A
E# netstat -tulpn | egrep "sanbal snbd| nnbd| wi nbi nd" '

1
U -

L i e A
1

Fcp 0 0 127.0.0.1:139 0.0.0.0:* LI STEN 43270/ snbd "
itcp 0 0 10.0.0.1:139 0.0.0.0:* LI STEN 43270/ snbd .
tep 0 0 10.0.0.1:88 0.0.0.0:* LI STEN 43273/ sanba .
Fcp 0 0 127.0.0.1:88 0.0.0.0:* LI STEN 43273/ sanba 1
itcp 0 0 127.0.0. 1: 445 0.0.0.0:* LI STEN 43270/ snbd .
tep 0 0 10.0.0. 1: 445 0.0.0.0:* LI STEN 43270/ snbd ,
po !
gy g g g g g Gy g g g g g g A g -

The above example shows, that the services are listening on localhost (127.0.0.1) and theewitieriac
10.0.0.1 - each on the listed ports (139, 88, 445,...).
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Port usage when Samba runsasan Active
Directory Domain Controller

‘ Service ‘ Port ‘protocol
\DNS \53 ‘tcp/udp
‘Kerberos ‘88 ‘tcp/udp
‘End Point Mapper (DCE/RPC Locator Servicé) 135 | tcp
‘NetBIOS Name Service ‘ 137 | udp
‘NetBIOS Datagram ‘ 138 | udp
\NetBIOS Session \ 139 ‘ tcp
LDAP 1389 |tcp/udp
ISMB over TCP | 445 | top
‘Kerberos kpasswd ‘ 464 | tcp/udp
ILDAPS (only if "tls enabled = yes") 636 Itcp
‘Dynamic RPC Ports* ‘ 1024-50¢0 tcp
\Global Cataloge \ 3268 ‘ tcp
\Global Cataloge SS(onlyif "tls enabled = yes") \3269 ‘tcp
Multicast DNS 15353 | tcp/udp

* Samba, like Windows, supports dynamic RPC services. The range starts at 1024. If sometipileg occ
this port for some reason, it will be a different port (literally walked up from 1024).

Remember, that there can be other portstoo, which arerelated to your Samba installation but not
provided from Samba itself, like if you run a NTP server for time synchronisation aswell.

Port usage when Sambarunsasan NT4 Primary
Domain Controller

‘ Service ‘Port‘protocol
‘End Point Mapper (DCE/RPC Locator Servi‘ce) ﬂ35 tcp
‘NetBIOS Name Service ‘ 13‘7 udp
‘NetBIOS Datagram ‘ 13$ udp
\NetBIOS Session \ 13$ tcp
ISMB over TCP | 445 tcp
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Port usage when Sambarunsasa Member Server

‘ Service ‘Port‘protocol
‘End Point Mapper (DCE/RPC Locator Servi‘ce) ﬂ35 tcp
‘NetBIOS Name Service ‘ 13‘7 udp
‘NetBIOS Datagram ‘ 13$ udp
\NetBIOS Session \ 13$ tcp
ISMB over TCP | 445 tcp

Prevent Samba from listening on all interfaces

Sometimes you don't want Samba to listen on all interfaces of your host. For example, whenishe host
directly connected to the internet, you surely don't want to provide your shares to the rest ofcthé worl
you limit Samba to listen only on the internal NIC(s), you don't need a firewall to prevess &ore the
outside.

Add the following to the "[global]" section of your smb.conf to bind Samba to ethO and loopback:

bind interfaces only = yes
:i nterfaces = o ethO

The "interfaces" parameter allows various ways to restrict. See the mdopagee details.

After the changes, restart Samba.
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