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Dynamic Host Configuration Protocol

From Wikipedia, the free encyclopedia

The Dynamic Host Configuration Protocol (DHCP) is a standardized network protocol used on l&ern
Protocol (IP) networks for dynamically distributingtwork configuration parameters, such as IP adeie
for interfaces and services. With DHCP, computecgiest IP addresses and networking parameters
automatically from a DHCP server, reducing the niee network administrator or a user to configure
these settings manually.
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Overview

Computers use the Dynamic Host Configuration Prttrequest Internet Protocol parameters, su@nas
IP address, from a network server. The protocotatpes based on the client—server model. As of 2011,
modern networks ranging in size from home netwtokarge campus networks and regional Interneticerv
provider networks commonly use DHEPMost residential network routers receive a glgbafiique 1P
address within the provider network. Within a loosatwork, DHCP assigns a local IP address to dsvice
connected to the local network.

When a computer or other networked device conrtea@snetwork, the DHCP client software sends a
broadcast query requesting necessary informatiog.BHCP server on the network may service the
request. The DHCP server manages a pool of IP ssiekeand information about client configuration
parameters such as default gateway, domain nam@atie servers, and time servers. On receiving a
request, the server may respond with specific médion for each client, as previously configuredaloy
administrator, or with a specific address and ahginformation valid for the entire network amt the
time period for which the allocatiohefse) is valid. A client typically queries for this iofmation
immediately after booting, and periodically theteabefore the expiration of the information. Wren
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DHCP client refreshes an assignment, it initiadlguwests the same parameter values, but the DH@ér ser
may assign a new address based on the assignnier@gpset by administrators.

On large networks that consist of multiple linksiragle DHCP server may service the entire netwdré&n
aided by DHCP relay agents located on the intereotimg routers. Such agents relay messages between
DHCP clients and DHCP servers located on diffeseibinets.

Depending on implementation, the DHCP server maag lthree methods of allocating IP addresses:

= Dynamic allocation: a network administrator reserves a range of dresses for DHCP, and each
DHCP client on the LAN is configured to requestiBraddress from the DHCP server during network
initialization. The request-and-grant process askesise concept with a controllable time period,
allowing the DHCP server to reclaim (and then oeate) IP addresses that are not renewed.

= Automatic allocation: the DHCP server permanently assigns an IP adtyessequesting client from
the range defined by the administrator. This is lynamic allocation, but the DHCP server keeps a
table of past IP address assignments, so than ipeferentially assign to a client the same IPraskl
that the client previously had.

= Manual allocation: commonly calledatic allocation, the DHCP server allocates an IP address based
on a preconfigured mapping to each client's MACraslsl This feature is variously callgdtic DHCP
assgnment by DD-WRT, fixed-address by the dhcpd documentaticggdress reservation by Netgear,
DHCP reservation or static DHCP by Cisco and Linksys, an® address reservation or MAC/IP
address binding by various other router manufacturers.

DHCP is used for Internet Protocol version 4 (IRa$) well as for IPv6. While both versions seree same
purpose, the details of the protocol for IPv4 aadd differ sufficiently that they may be considessgarate
protocols?l For the IPv6 operation, devices may alternativsly stateless address autoconfiguration. IPv6
hosts may also use link-local addressing to achagezations restricted to the local network link.

History

In 1984, the Reverse Address Resolution ProtocARIR), defined in RFC 903, was introduced to allow
simple devices such as diskless workstations tauyeally obtain a suitable IP address. Howeverahse it
acted at the data link layer it made implementadifitcult on many server platforms, and also regdithat

a server be present on each individual network Bdon afterwards it was superseded by the "Bagistr
Protocol" (BOOTP) defined in RFC 951. This introdddhe concept of ieelay agent, which allowed the
forwarding of BOOTP packets across networks, atigyane central BOOTP server to serve hosts on many

IP subnet$3!

DHCP is based on BOOTP but can dynamically allotRtaddresses from a pool and reclaim them when
they are no longer in use. It can also be useelivedt a wide range of extra configuration paransete IP

clients, including platform-specific parametéidlt was first defined in RFC 1531 in October 1988t due
to errors in the editorial process was almost imatety reissued as RFC 1541.

Four years later the DHCPINFORM message B/@nd other small changes were added by RFC 2131;
which as of 2014 remains the standard for IPv4 agtsy

DHCPvV6 was initially described by RFC 3315 in 2008t this has been updated by many subsequent
RFCsl®l RFC 3633 added a DHCPv6 mechanism for prefix déegaand stateless address
autoconfiguration was added by RFC 3736.

Operation

The DHCP employs a connectionless service modialg tise User Datagram Protocol (UDP). It is
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implemented with two UDP port numbers for its opierss
which are the same as for the BOOTP protocol. UD® p
number 67 is the destination port of a server, dD& port

number 68 is used by the client. client server

DHCP operations fall into four phases: server discg IP DISCOVERY
lease offer, IP request, and IP lease acknowledgembese
stages are often abbreviated as DORA for discowodisy,

request, and acknowledgement. (__—_fo,E_E"—--‘

The DHCP operation begins with clients broadcasting
request. If the client and server are on diffesitinets, a REQUEST
DHCP Helper or DHCP Relay Agent may be used. Glient _\>
requesting renewal of an existing lease may comratei GE
directly via UDP unicast, since the client alre&dg an W
established IP address at that point. Additiongligre is a
BOOTP flag the client can use to indicate in whicy
(broadcast or unicast) it can receive the DHCPOEREBRO00

<— swn

for broadcast, 0x0000 for unica®Only hosts with Y 4

preconfigured IP address can receive unicast packein the

usual use case clients in discovery phase shouBGeTP An illustration of a typical non-renewing

flag to 0x8000 (broadcast). DHCP session; each message may be either a
) broadcast or a unicast, depending on the

DHCP discovery DHCP client capabilitie]

The client broadcasts messages on the network subing the

destination address 255.255.255.255 or the spetiboet broadcast address. A DHCP client may also
request its last-known IP address. If the clientais connected to the same network, the servemgnaay
the request. Otherwise, it depends whether thees@&get up as authoritative or not. An authavieaserver
denies the request, causing the client to issuenaeraquest. A non-authoritative server simply igsathe
request, leading to an implementation-dependemdirhfor the client to expire the request and aslaf
new IP address.
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DHCPDISCOVER message

UDP Src=0.0.0.0 sPort=68
Dest=255.255.255.255 dPort=67

OoP HTYPE HLEN HOPS
0x01 0x01 0x06 0x00
XID
0x3903F326
SECS FLAGS

0x0000 0x8000

CIADDR (Client 1P addr ess)
0x00000000

YIADDR (Your IP address)
0x00000000

SIADDR (Server |P address)
0x00000000

GIADDR (Gateway | P addr ess)
0x00000000
CHADDR (Client hardwar e addr ess)

0x00053C04
0x8D590000
0x00000000
0x00000000

192 octets of 0s, or overflow space for additia@ions. BOOTP legacy
M agic cookie

0x63825363
DHCP Options

DHCP option 53: DHCP Discover

DHCP option 50: 192.168.1.100 requested

DHCP option 55: Parameter Request List:

Request Subnet Mask (1), Router (3), Domain NarBg (lomain Name Server (6)

DHCP offer

When a DHCP server receives a DHCPDISCOVER medsagea client, which is an IP address lease
request, the server reserves an IP address fati¢ime and makes a lease offer by sending a DHCHEBFF
message to the client. This message containsigreg'sIMAC address, the IP address that the sé&ver
offering, the subnet mask, the lease duration,tbedP address of the DHCP server making the offer.

The server determines the configuration based emltent's hardware address as specified in the @BRA
(client hardware address) field. Here the sen@?,168.1.1, specifies the client's IP addressentiADDR
(your IP address) field.

4 von 15 02.03.2016 15:7



Dynamic Host Configuration Protocol - Wikipediae thiee encycloped https://en.wikipedia.org/wiki/Dynamic_Host Configtion_Protocol.

DHCPOFFER message

UDP Src=192.168.1.1 sPort=67
Dest=255.255.255.255 | dPort=68

oP HTYPE HLEN HOPS
0x02 0x01 0x06 0x00
XID
0x3903F326
SECS FLAGS
0x0000 0x0000
CIADDR (Client IP addr ess)

0x00000000

YIADDR (Your IP address)
0xCO0A80164 (This translates to 192.168.1.100)
SIADDR (Server |P address)
0xCOA80101 (This translates to 192.168.1.1)
GIADDR (Gateway | P addr ess)

0x00000000

CHADDR (Client hardwar e addr ess)
0x00053C04
0x8D590000
0x00000000
0x00000000
192 octets of 0s. BOOTP legacy

M agic cookie
0x63825363
DHCP Options

DHCP option 53: DHCP Offer
DHCP option 1: 255.255.255.0 subnet mask
DHCP option 3: 192.168.1.1 router
DHCP option 51: 86400s (1 day) IP address lease tim
DHCP option 54: 192.168.1.1 DHCP server
DHCP option 6: DNS servers 9.7.10.15, 9.7.10.15,19.18

DHCP request

In response to the DHCP offer, the client repliéth @ DHCP request, broadcast to the seleequesting
the offered address. A client can receive DHCPrsffleom multiple servers, but it will accept onlge
DHCP offer. Based on requiredrver identification option in the request and broadcast messaginggrser
are informed whose offer the client has accepf@gecton 3.1, ltem §yhen other DHCP servers receive this
message, they withdraw any offers that they migivehmade to the client and return the offered adciee
the pool of available addresses.
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DHCPREQUEST message
UDP Src=0.0.0.0 sPort=68
Dest=255.255.255.28% dPort=67

OoP HTYPE HLEN HOPS

0x01 | 0x01 0x06 0x00
XID

0x3903F326

SECS FLAGS
0x0000 0x0000

CIADDR (Client IP address)
0x00000000

YIADDR (Your IP address)
0x00000000

SIADDR (Server |P address)
0xCO0A80101

GIADDR (Gateway | P address)
0x00000000
CHADDR (Client hardwar e addr ess)

0x00053C04
0x8D590000
0x00000000
0x00000000

192 octets of 0s. BOOTP legacy
M agic cookie
0x63825363
DHCP Options
DHCP option 53: DHCP Request
DHCP option 50: 192.168.1.100 requested
DHCP option 54: 192.168.1.1 DHCP server.

DHCP acknowledgement

When the DHCP server receives the DHCPREQUEST medsam the client, the configuration process
enters its final phase. The acknowledgement pmasdvies sending a DHCPACK packet to the clientsThi
packet includes the lease duration and any othdigtwation information that the client might have
requested. At this point, the IP configuration msis completed.

The protocol expects the DHCP client to configisenetwork interface with the negotiated parameters

After the client obtains an IP address, it shouttbp the newly received addr&dk(e.g. with ARP Address
Resolution Protocol) to prevent address conflieissed by overlapping address pools of DHCP servers.
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DHCPACK message

UDP Src=192.168.1.1 sPort=67
Dest=255.255.255.255 dPort=68

OoP HTYPE HLEN HOPS
0x02 0x01 0x06 0x00
XID
0x3903F326
SECS FLAGS

0x0000 0x0000

CIADDR (Client 1P addr ess)
0x00000000

YIADDR (Your IP address)
0xC0A80164

SIADDR (Server |P address)
0xC0A80101

GIADDR (Gateway | P address switched by relay)
0x00000000
CHADDR (Client hardwar e addr ess)
0x00053C04
0x8D590000
0x00000000
0x00000000
192 octets of 0s. BOOTP legacy
M agic cookie

0x63825363

DHCP Options
DHCP option 53: DHCP ACK (value=5) or DHCP NAK (uak6)
DHCP option 1: 255.255.255.0 subnet mask
DHCP option 3: 192.168.1.1 router
DHCP option 51: 86400s (1 day) IP address lease tim
DHCP option 54: 192.168.1.1 DHCP server
DHCP option 6: DNS servers 9.7.10.15, 9.7.10.15,19.18

DHCP information
A DHCP client may request more information thangbever sent with the original DHCPOFFER. The tlien

may also request repeat data for a particular egpn. For example, browsers U3 CP Informto obtain
web proxy settings via WPAD.

DHCP releasing

The client sends a request to the DHCP servell@ase the DHCP information and the client deactisdtts
IP address. As client devices usually do not kndwenvusers may unplug them from the network, the
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protocol does not mandate the sendinBHCP Release.

Client configuration parameters

A DHCP server can provide optional configuratiomgmaeters to the client. RFC 2132 describes the
available DHCP options defined by Internet Assighleeinbers Authority (IANA) - DHCP and BOOTP

PARAMETERSI!?]

A DHCP client can select, manipulate and overwsideameters provided by a DHCP sefVér.

DHCP options

Options are variable length octet strings. The Gictet is the option code, the second octet isithmber of
following octets and the remaining octets are adelgendent. For example, the DHCP Message typeroptio
for an Offer would appear as 0x35,0x01,0x02, w5 is code 53 for "DHCP Message Type", 0x01
means one octet follows and 0x02 is the value dfeiQ

The following tables list the available DHCP optpas stated in RFC218]
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Code

10

11

12

13

14

15

16

17

18

255
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RFC1497 vendor extens ond14Section.

Name Length
Padl4l:Section 3.1 0 octets
Subnet
MasK14]:Section 3.3 4 octets
Time
Offsefl4l:Section 3.4 4 octets

multiples of
Router 4 octets
Time Server multiples of
4 octets
Name Server multiples of
4 octets
Domain Name multiples of
Server 4 octets
multiples of
Log Server Pl
Cookie Server multiples of
4 octets
LPR Server multiples of
4 octets
Impress Server | Multiples of
P 4 octets
Resource Location multiples of
Server 4 octets
Host Name minimum of
1 octet
Boot File Size 2 octets
' : minimum of
Merit Dump File 1 octet
Domain Name minimum of
1 octet
Swap Server 4 octets
Root Path minimum of
1 octet
Extensions Path | 1nimum of
1 octet
End 0 octets

Notes

Can be used to pad other options so that theyligreed to
the word boundary; is not followed by length byte

Must be sent after the router option (option 3)ath are
included

Available routers, should be listed in order offprence

Available time servers to synchronise with, shdaddisted in
order of preference

Available IEN 116 name servers, should be listeorder of
preference

Available DNS servers, should be listed in ordepraference

Available log servers, should be listed in ordepadference.

"Cookie" in this case means "fortune cookie" ordtguof the
day," a pithy or humorous anecdote often sent édsopa
logon process on large computers; it has nothirdptaith
cookies sent by websites.

Length of the boot imagéKiB blocks

Path where crash dumps should be stored

Used to mark the end of the vendiwropeld
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|P Layer Parametersper Host[14:Section

Code Name Length Notes

19 IP Forwarding Enable/Disable 1 octet

20 Non-Local Source Routing Enable/Disable 1 octet

21 Policy Filter multiples of 8 octets

22 Maximum Datagram Reassembly Size 2 octets

23 Default IP Time-to-live 1 octet

24 Path MTU Aging Timeout 4 octets

25 Path MTU Plateau Table multiples of 2 octets
|P Layer Parametersper Interfacell4Section 5

Code Name Length Notes

26 Interface MTU 2 octets

27 All Subnets are Local 1 octet

28 Broadcast Address 4 octets

29 Perform Mask Discovery| 1 octet

30 Mask Supplier 1 octet

31 Perform Router Discovery 1 octet

32 Router Solicitation Address 4 octets

33 Static Route multiples of 8 octets A list of deatian/router pairs

Link Layer Parametersper |nter facell4-Section 6
Notes

Code Name L ength

34 Trailer Encapsulation Option 1 octet

35 ARP Cache Timeout 4 octets

36 Ethernet Encapsulation 1 octet
TCP Par ameter g14l:Section 7

Code Name Length | Notes

37 TCP Default TTL 1 octet

38 TCP Keepalive Interval 4 octets

39 TCP Keepalive Garbage 1 octet
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Code
40
41
42
43
44
45
46
47
48
49
64
65
68
69
70
71
72
73
74
75
76

Code
50
51
52
53
54
55
56
57
58
59
60
61
66
67

11 von 15

Application and Service Par ameter g14:Section

Name Length Notes
Network Information Service Domain minimum of lteic
Network Information Servers multiples of 4 octets
Network Time Protocol Servers multiples of 4 ostet
\Vendor Specific Information minimum of 1 octets
NetBIOS over TCP/IP Name Server multiples of &ttt
NetBIOS over TCP/IP Datagram Distribution Servarltiples of 4 octets
NetBIOS over TCP/IP Node Type 1 octet
NetBIOS over TCP/IP Scope minimum of 1 octet
X Window System Font Server multiples of 4 octets
X Window System Display Manager multiples of 4eatst
Network Information Service+ Domain minimum of dtet
Network Information Service+ Servers multiplegtaictets
Mobile IP Home Agent multiples of 4 octets
Simple Mail Transport Protocol (SMTP) Server nudts of 4 octets
Post Office Protocol (POP3) Server multiples ottets
Network News Transport Protocol (NNTP) Server iplds of 4 octets
Default World Wide Web (WWW) Server multiples obdtets
Default Finger Server multiples of 4 octets
Default Internet Relay Chat (IRC) Server multipdédl octets
StreetTalk Server multiples of 4 octets
StreetTalk Directory Assistance (STDA) Server iplds of 4 octets

DHCP Extensiond14l:Section 9

Name Length Notes
Requested IP address 4 octets
IP address Lease Time 4 octets
Option Overload 1 octet
DHCP Message Type 1 octet
Server Identifier 4 octets
Parameter Request List minimum of 1 octet
Message minimum of 1 octet

Maximum DHCP Message Size 2 octets

Renewal (T1) Time Value 4 octets

Rebinding (T2) Time Value 4 octets

\endor class identifier minimum of 1 octet
Client-identifier minimum of 2 octets
TFTP server name minimum of 1 octet
Bootfile name minimum of 1 octet

https://en.wikipedia.org/wiki/Dynamic_Host Configtion_Protocol.
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Vendor identification

An option exists to identify the vendor and funotdity of a DHCP client. The information is a vdrie-
length string of characters or octets which hasamng specified by the vendor of the DHCP cli@nte
method that a DHCP client can utilize to commuradatthe server that it is using a certain typbasfiware
or firmware is to set a value in its DHCP requesiited the Vendor Class Identifier (VCI) (Option)60

This method allows a DHCP server to differentiaggn®en the two kinds of client machines and protess
requests from the two types of modems appropriadalgne types of set-top boxes also set the VCli¢@pt
60) to inform the DHCP server about the hardwape tgnd functionality of the device. The value this
option is set to gives the DHCP server a hint alaoytrequired extra information that this clieneds in a
DHCP response.

DHCP relaying

In small networks, where only one IP subnet is p@managed, DHCP clients communicate directly with
DHCP servers. However, DHCP servers can also ped#Adaddresses for multiple subnets. In this case,
DHCP client that has not yet acquired an IP addrassaot communicate directly with the DHCP server
using IP routing, because it does not have a réeit®baddress, nor does it know the IP addressofiter.

In order to allow DHCP clients on subnets not diseserved by DHCP servers to communicate with DHCP
servers, DHCP relay agents can be installed oretbgisnets. The DHCP client broadcasts on the linéal

the relay agent receives the broadcast and trasgrtat one or more DHCP servers using unicast.rélay
agent stores its own IP address in the GIADDR figlthe DHCP packet. The DHCP server uses the
GIADDR to determine the subnet on which the relggrda received the broadcast, and allocates an IP
address on that subnet. When the DHCP server sdplighe client, it sends the reply to the GIADDR
address, again using unicast. The relay agentrdteamsmits the response on the local network.

Reliability

The DHCP protocol ensures reliability in severaysigeriodic renewal, rebindirftfl-Secton 4.4.5 0

failover. DHCP clients are allocated leases thsttflar some period of time. Clients begin to attetop

renew their leases once half the lease intervaéRpised10l-Section 4.4.5 Paragraphthey do this by sending a
unicast DHCPREQUEST message to the DHCP servegthated the original lease. If that server is down
or unreachable, it will fail to respond to the DHRIFQUEST. However, in that case the client repdes t
DHCPREQUEST from time to timl@0l:Section 4.4.5 Paragraph 8B} if the DHCP server comes back up or
becomes reachable again, the DHCP client will sedae contacting it and renew the lease.

If the DHCP server is unreachable for an extendsibg of timell0l:Section 4.4.5 Paragraphfe DHCP client
will attempt to rebind, by broadcasting its DHCPREEFT rather than unicasting it. Because it is bcagt]
the DHCPREQUEST message will reach all availableCPHservers. If some other DHCP server is able to
renew the lease, it will do so at this time.

In order for rebinding to work, when the client sassfully contacts a backup DHCP server, that senust
have accurate information about the client's bigdiaintaining accurate binding information betwéan

servers is a complicated problem; if both serveesable to update the same lease database, thetdena
mechanism to avoid conflicts between updates ointhependent servers. A proposal for implementing

fault-tolerant DHCP servers was submitted to thertmet Engineering Task Force, but never formalizé¢l

If rebinding fails, the lease will eventually ex@inVhen the lease expires, the client must stogubke IP
address granted to it in its led&d:Section 4.4.5 Paragraphy® that time it will restart the DHCP process from
the beginning by broadcasting a DHCPDISCOVER messaigce its lease has expired, it will accept l&y
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address offered to it. Once it has a new IP adqmssumably from a different DHCP server) it wifice
again be able to use the network. However, sisckitaddress has changed, any ongoing connectibhew
broken.

Security

The base DHCP protocol does not include any meshaftr authenticatiod®l Because of this, it is
vulnerable to a variety of attacks. These attaaksnito three main categories:

= Unauthorized DHCP servers providing false informatio clientd!”]
= Unauthorized clients gaining access to resouféés.
= Resource exhaustion attacks from malicious DHCENt7]

Because the client has no way to validate the iyeoita DHCP server, unauthorized DHCP servers
(commonly called "rogue DHCP") can be operated @mvarks, providing incorrect information to DHCP
clients!18l This can serve either as a denial-of-service ktta@venting the client from gaining access to
network connectivit¥*¥l or as a man-in-the-middle attaléRl Because the DHCP server provides the DHCP
client with server IP addresses, such as the IiPeadaf one or more DNS serv€rd,an attacker can
convince a DHCP client to do its DNS lookups thitoitg own DNS server, and can therefore provide its
own answers to DNS queries from the cli&f22] This in turn allows the attacker to redirect netaaffic
through itself, allowing it to eavesdrop on contieatd between the client and network servers itactst or

to simply replace those network servers with its &#

Because the DHCP server has no secure mechanismatfegnticating the client, clients can gain
unauthorized access to IP addresses by presentidgrtials, such as client identifiers, that belngther
DHCP clientd18] This also allows DHCP clients to exhaust the DH8Rver's store of IP addresses—by
presenting new credentials each time it asks fadaess, the client can consume all the avail&ble
addresses on a particular network link, prevertihgr DHCP clients from getting servigél

DHCP does provide some mechanisms for mitigatiegetproblems. The Relay Agent Information Option
protocol extension (RFC 3046, usually referrechtthie industry by its actual number as OptioF#24])
allows network operators to attach tags to DHCPsages as these messages arrive on the network
operator's trusted network. This tag is then useainaauthorization token to control the client'sess to
network resources. Because the client has no atzédss network upstream of the relay agent, thle ¢
authentication does not prevent the DHCP serverabpefrom relying on the authorization tokéfl.

Another extension, Authentication for DHCP Messa@dsC 3118), provides a mechanism for
authenticating DHCP messages. Unfortunately RF®@ Biik not seen (as of 2002) widespread adoption
because of the problems of managing keys for lamgebers of DHCP client®! A 2007 book about DSL
technologies remarked that "there were numerousisgulnerabilities identified against the setyri
measures proposed by RFC 3118. This fact, comiithdhe introduction of 802.1x, slowed the
deployment and take-rate of authenticated DHCP;tamas never been widely deploydé! A 2010 book
notes that "[tlhere have been very few implemeatstiof DHCP Authentication. The challenges of key
management and processing delays due to hash catputave been deemed too heavy a price to pay for
the perceived benefit&”]

More recent (2008) architectural proposals invauéhenticating DHCP requests using 802.1x or PANA
(both of which transport EAR38! An IETF proposal was made for including EAP in DPi@self, the
so-called EAPoDHCI this does not appear to have progressed beyorfd dift level, the last of which
dates to 201601
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| ETF standards documents

= RFC 2131, Dynamic Host Configuration Protocol

= RFC 2132, DHCP Options and BOOTP \endor Extensions

= RFC 3046, DHCP Relay Agent Information Option

» RFC 3942, Reclassifying Dynamic Host Configurati®netocol Version Four (DHCPv4) Options

= RFC 4242, Information Refresh Time Option for Dymafost Configuration Protocol for IPv6

= RFC 4361, Node-specific Client Identifiers for Dyma Host Configuration Protocol Version Four
(DHCPV4)

» RFC 4436, Detecting Network Attachment in IPv4 (DMA

See also

Boot Service Discovery Protocol (BSDP) — a DHCReaston used by Apple's NetBoot
Comparison of DHCP server software

Peg DHCP (RFC 2322)

Preboot Execution Environment (PXE)

Reverse Address Resolution Protocol (RARP)

Rogue DHCP

UDP Helper Address — a tool for routing DHCP redsi@sross subnet boundaries
Zeroconf — Zero Configuration Networking

Notes

a. As an optional client behavior, some broadcastsh i3 those carrying DHCP discovery and requessages,
may be replaced with unicasts in case the DHCPitclikeady knows the DHCP server's IP addi¥ss.

b. The RFC calls for the client to wait one half of tiemaining time until T2 before it retransmits the
DHCPREQUEST packet

c. The proposal provided a mechanism whereby two seoauld remain loosely in sync with each othestoh a
way that even in the event of a total failure of aerver, the other server could recover the Idatabase and
continue operating. Due to the length and compleddithe specification, it was never published ataadard;
however, the techniques described in the spedificatre in wide use, with one open-source impleatamnt in
the ISC DHCP server, as well as several commeiroalementations.
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