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Mint as a PXE Server for PartedMagic and Multi OSs

July 25, 2015 01:56 - stevepedwards@gmail.com

Getting a PXE server going in Linux has never been that easy, as there were/are so many options for doing it
for the uninitiated. It still took me a big recap and head scratching after a few years since doing it, and now
things aren't much easier, even if there are some recent, better How To's around but even these are cobbled
together from other efforts with nobody seeming to find or define PXE implmentation structures - an RFC for
pxe, if you like - that tells you what exactly is required and why.

Hence, PXE often means confusion: maybe using NFS server lines when not needed depending on what you
have or want etc. in trial and error jigsaw puzzle - like below!

Just getting your head around the correct "tftproot” filesystem structure and relating it to the pxelinux.cfg/default

file allowed menu structure; allowed headings, keywords, commas, spaces or getting forward slashes in the
right places, all with the correct LABEL, KERNEL, INITRD, and APPEND options is taxing.

Here's some other Ubuntu site links and clues on all these various options and a historical process overview for

different flavours and older Win technology to understand what happens:

https://help.ubuntu.com/community/Installation/LocalNet#Pile_of PXE_related_links

http://marc.herbert.free.fr/linux/win2linstall.html

Fortunately for this Post, Mint and Parted Magic contain "most" of the required lines and server functionality

between them, to make it a bit easier to see what happens, if DNSMASQ is used also, following the tutorial at:

http://www.tecmint.com/configure-pxe-server-to-install-windows-on-centos/ (Just bloody found this!! Part1
Menu format for WinPE)

http://www.tecmint.com/install-pxe-network-boot-server-in-centos-7/

and amending the install commands for Mint.

First, the DHCP and TFTP server is configured using the techmint.com link above.

This basically involves:

apt-get install dnsmasq
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apt-get install syslinux

then copying the syslinux content to your tftptroot, and configuring dnsmasq as per tecmint above.

For me, as my router hands out 192.168.1.2-10 range addresses, | want to know what IPs come from the
router or dnsmasq, and whether | have left dnsmasq turned on by mistake when using the network normally.

So, just for a PXE boot session, | use different IP number ranges for

ID.

| found it easier to connect between Mint, router and PXE host by setting a static IP of 192.168.1.10 for the
Mint dnsmasq server and conf file, and ensure the router binds it permanently in future using the VIGOR Bind

to MAC function:
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| also connect the pxe host and Mint dnsmasq server via a separate switch just for this PXE load operation,
when dnsmasq is handing out its own DHCP IPs so the host knows where its DHCP IP came from and not

have two DHCP servers fighting each other.

Set the key options for your network as per the link above in

vi /letc/dnsmasg.conf

For me, reading much of this large file's comments, | used:

# Uncomment this to enable the integrated DHCP server, you need

# to supply the range of addresses available for lease and optionally

# a lease time. If you have more than one network, you will need to

# repeat this for each network on which you want to supply DHCP

# service.

dhcp-range=192.168.1.50,192.168.1.55,12h

# Magic number - needed before anything else is recognised

dhcp-option-force=208,f1:00:74:7e
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dhcp-boot=pxelinux.0 Setting
Moore |
# Loads <tftp-root>/pxelinux.0 from dnsmasq TFTP server.
Mint as
pxe-service=x86PC, "Gets pxelinux.0 at tftp server", pxelinux OSs Ju
o Mint's [
# Enable dnsmasq's built-in TFTP server
Reboot
2015
enable-tftp
Raspbe
# Set the root directory for files available via FTP. BOGOI
tftp-root=tftpboot/ Compa
July 17
The tftp-root=tftpboot/ format works for me, so no slash before it for the Mint root directory "/" where the
. . . Setup ¢
tftpboot folder resides, may be key, depending how you set your PXE server IP address elsewhere in the conf Draviel
file, e.g. 192.168.1.10/ etc. Similar directory references appear in the PXE default file structures, seen later, Y
where a leading slash is left out as the /tftproot/ folder is not written explicitly, just the sub-folders of it in the Linux Z
Default file.
Linux v
If dnsmasq fails with something like: Investic
e . . . . . Rsync i
dnsmasq: failed to create listening socket for port 53: Address already in use failed! 3
July 3,
then add the current IP address of your eth0, say 192.168.1.13, but not in the "ethx" form (didn't work for me), New Mi
to the dnsmasq conf file e.g.: Functio
listen-address=192.168.1.13 Top Lin
Geekst
and in
Linux A
vi letc/NetworkManager/NetworkManager.conf
Google
uncomment: UNIX: ¢
May 6,
[main]
plugins=ifupdown,keyfile,ofono Basic M
#dns=dnsmasq Comple
. . . . Backin(
Once the dsnmasq.conf file is set and service restarted, check the dnsmasq server is working on the correct Site L :
ports using nmap. e Lo
Linux C
TFTP and DHCP use UDP not TCP packets, so you need the right nmap switches to see the services - T for What F
TCP and U for UDP:
Apache
DellMint stevee # nmap -sU 127.0.0.1 Januan
Starting Nmap 6.40 ( http://nmap.org ) at 2015-07-24 16:19 BST Apache
2015
Nmap scan report for localhost (127.0.0.1) Raspbe
_ 25, 201
Host is up (0.000012s latency).
The Hic
Not shown: 992 closed ports 2015
PORT STATE SERVICE Crypto¢
Windov

53/udp open domain
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67/udp openl|filtered dhcps

68/udp openl|filtered dhcpc

69/udp openl|filtered tftp

137/udp open netbios-ns

138/udp openlfiltered netbios-dgm

631/udp openlfiltered ipp

5353/udp openlfiltered zeroconf

Unlike Samba, you may need to restart dnsmasq after any conf file and tftproot directory changes with:
service dnsmasq restart

DHCPS, DHCPC and TFTP are running, so now you need to build the tftproot folder structure for the OSs you
want to deliver.

| bought PartedMagic as a really good recovery tool package (despite the REALLY shitty attitude of the sales
person (owner? Some arrogant prick anyway...) - to match my own shitty email fair enough - whom |
complained to, regarding the fact the ISO does not work: seems not to expand the squashfs at boot when
burned to CD:

¥ ¥,
.3QFS file could not be found
0 the forum and if pessible attach
ng of the media.

Example:
nount sdevssr® oamt
is -1R ~smt

The sdeuss7® above refers to a O or PUD, for a USB stick

use e.g. sdeussdbl.

You arc now on the command lime.

Commands like "Is”, “cat”, and "more” are at your disposal.
Use <ShiftsPagelip-Bown> to scroll up and dowm.

Uhen dome type “exit™ to reboot the system.

bash-4.38

So, they must not have tested it properly before release. | tried 5 x different 500 MB downloads for corruption,
different mirror, different CDs, Apps and PCs to burn so check it was not me being stupid, before my email. (I
HATE that!! Test your bloody product first, or give clear instructions if more action is required -
anybody/everybody!)

That's "programmer arrogance" for you in my view/experience - releasing untested code into the wild -
consequently | got no tech support or further reply, but worked it out for myself later. Did me loads of favours in
the long run.

But, I'm not telling you what the issue is or how to get round it, so YOU can write to them yourself, as they
won't talk to me. They probably fixed it now that | sent them screenshots with my mega whinge.
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To be fair - it is a great "package” and | would have been be happy to endorse it, but it seems someone
messed up with the structure of the current ISO release for a CD burn, and the particular sales staff member is

just a dick for the "terrorist" comment.

If he's the boss too, then that's worse...

Anyway, | had also downloaded the PXE bhoot package - which does work - despite errors in the pxe Default file

terms. This was discovered when compared to the techmint example below:

default menu.c32

prompt O

timeout 300

ONTIMEOUT local

menu title R PXE Boot Menu #iHHHH#HHHH

label 1

menu label ~1) Install CentOS 7 x64 with Local Repo

kernel centos7/vmlinuz

append initrd=centos7/initrd.img method=ftp://192.168.1.20/pub devfs=nomount

label 2

menu label ~2) Install CentOS 7 x64 with http://mirror.centos.org Repo

kernel centos7/vmlinuz

append initrd=centos7/initrd.img method=http://mirror.centos.org/centos/7/0s/x86_64/ devfs=nomount

ip=dhcp

label 3

menu label ~3) Install CentOS 7 x64 with Local Repo using VNC

kernel centos7/vmlinuz

append initrd=centos7/initrd.img method=ftp://192.168.1.20/pub devfs=nomount inst.vnc

inst.vncpassword=password

label 4

menu label ~4) Boot from local drive

The Default stanza file from pmagic read:

Vi pmagic/stanza.txt

DEFAULT pmagic32

LABEL pmagic32

LINUX pmagic/bzlmage
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INITRD pmagic/initrd.img,pmagic/fu.img,pmagic/m32.img,pmagic/files.cgz in Linuw
One of
APPEND edd=on vga=normal system
whethe
LABEL pmagic64 grep uti

LINUX pmagic/bzlmage64

INITRD pmagic/initrd.img,pmagic/fu.img,pmagic/m64.img,pmagic/files.cgz Ea%lg
APPEND edd=on vga=normal Advent
) _ o ] _ Anothe
Comparing the two, | realised why | could not PXE boot pmagic just from its own files, as | got returns from the languag
host PC about "unrecognised item" or some such. wide u;
. ) . ] employ
The reasons were that the PXE implementation only allows certain terms such as "KERNEL" - not "LINUX" - in and ele
a Default file, which are shown correctly in the techmint example. Fortunately, the file structure lines for the languag
required files and a previously unknown option - edd - are correct in the pmagic example. "LINUX" IS a valid toolbo>;
term for that menu option to specify a linux image - which this is - it just did not work here, and KERNEL does.
Lack of testing again? Advent
Anothe
https://en.wikipedia.org/wiki/Preboot_Execution_Environment the nan
mode. "
https://en.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface face. In
and hoy
Some menu format examples here:
Advent
http://wiki.centos.org/HowTos/PXE/PXE_Setup/Menus Anothe
of the h
Note there are no NFS or server IP addresses required, as you see in some forum examples for NFS etc. Advent
. i Anothe
If the host gets a DHCP address from the server, it knows where to get the files from due to dnsmag.conf. old text
] . . your sc
So, making a correct Default file from the two examples above, for my tftpboot folder, that holds the pmagic
content, | have so far a half built working menu for when | hope to add the other Mint 32/64 Distros also (yeah, Advent
right!), but for now | only want labels 1 and 2 working to boot pmagic 32 or 64 bit versions, to show this file and Anothe
my tftpboot structure for pmagic works: Making
learn tc
default menu.c32
Advent
prompt 0 I have
explore
timeout 300 your tel
ONTIMEOUT local Advent
I have j
menu title ######H PXE BOOt Menu #tHHHHH## LinuxC
tutorials
label 1 Comms
series i
MENU label 1) Install pmagic32 Comm
file mar
KERNEL pmagic/bzlmage Look fo
prograr
#kernel centos7/vmlinuz I've jusi
page. 1T
INITRD pmagic/initrd.img,pmagic/fu.img,pmagic/m32.img,pmagic/files.cgz annotal
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APPEND edd=on vga=normal prograr
is speci
#append initrd=centos7/initrd.img method=ftp://192.168.1.20/pub devfs=nomount prograr
(taken 1

label 2
A Cougp

I have j
Resour
They a
files on
Dropbo
Used tc
label 3 attachn

menu label 72) Install pmagic64

kernel pmagic/bzimage64

INITRD pmagic/initrd.img,pmagic/fu.img,pmagic/m64.img,pmagic/files.cgz

Transla
I have 1
for perr
tutorials
various
for som
neglect
up with

menu label #3) Install mint32
kernel mint/casper/vmlinuz

append initrd=centos7/initrd.img method=ftp://192.168.1.20/pub devfs=nomount inst.vnc
inst.vncpassword=password

label 4

Annour
menu label ~3) Install mint64 Interne

Tweake
kernel mint64/casper/vmlinuz of delay
much n
append initrd=/initrd.img method=ftp://192.168.1.20/pub devfs=nomount inst.vnc inst.vncpassword=password Releas:
license
label 5 format

to bash
menu label ~5) Boot from local drive

The Ch
localboot 0 March °

I'm typi
As you see, this works: I borrov
out, Il w
hardwa
display,
touchps

2012:V
Anothe

The Pic
Steve J
know w
have to
the 197
UNIX. |
moderr

new_sc
The mc
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bash fe
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remain:
about it
more di
Al files from the pmagic folder are seen and accessible due to all permissions in /tftpboot being made 755, Annour
changed from their unpacked tar defaults, which may cause "file not found" type errors at pxeboot, that | got for 2012
files.cgz - needs to be executable to unpack it, for "others" also it seems, from just rw, which makes sense as Over th
no user is defined at boot for a PXE host, | guess?: the Lint
moderr
stevee@MIintPC100 ~ $ Is -als Downloads/pmagic/ the site
the Lea
total 469536 tutorials
some n
4 drwxr-xr-x 2 root root 4096 Jul 24 17:37 . )
How Lii
4 drwxr-xr-x 4 stevee stevee 4096 Jul 24 16:47 .. The Lin
short vi
the Lint
3268 -r--r--r-- 1 root root 3342656 Jun 30 14:45 bzlmage ]
tout Lin
3496 -r--r--r-- 1 root root 3578848 Jun 30 15:52 bzlmage64 phones
enterpr
373668 -rw-r--r-- 1 root root 382633814 Jul 7 15:02 files.cgz Annour
Starch
39380 -r--r--r-- 1 root root 40323053 Jul 7 14:45 fu.img Starting
Commi
3144 -r--r--r-- 1 root root 3218067 Jul 7 14:45 initrd.img Press.
sold, in
22696 -r--r--r-- 1 root root 23238584 Jul 7 14:45 m32.img Octobe
atNo S
23872 -r--r--r-- 1 root root 24444563 Jul 7 14:45 m64.img my boo
4 -rw-r--r-- 1 root root 286 Jul 7 15:02 stanza.txt
MintPC100 Downloads # Is -als /tftpboot/pmagic/ End ¢
total 1446036
4 drwxr-xr-x 3 root root 4096 Jul 24 15:55 .
4 drwxr-xr-x 10 root root 4096 Jul 24 13:09 ..
29.02.2016 19:00
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3268 -rwxr-xr-x 1 root root 3342656 Jul 24 15:55 bzImage

3496 -rwxr-xr-x 1 root root 3578848 Jul 24 15:55 bzImage64

373668 -rwxr-xr-x 1 root root 382633814 Jul 24 13:09 files.cgz

39380 -rwxr-xr-x 1 root root 40323053 Jul 24 15:55 fu.img

3144 -rwxr-xr-x 1 root root 3218067 Jul 24 15:55 initrd.img

22696 -rwxr-xr-x 1 root root 23238584 Jul 24 15:55 m32.img

23872 -rwxr-xr-x 1 root root 24444563 Jul 24 15:55 m64.img

506884 -rwxr-xr-x 1 root root 519045120 Jul 24 13:09 pmagic_2015_07_07.iso

469612 -rwxr-xr-x 1 root root 480878134 Jul 24 15:56 pmagic_pxe_2015_07_07.tar.gz

4 drwxr-xr-x 3 root root 4096 Jul 24 13:09 pmodules

4 -rwxr-xr-x 1 root root 286 Jul 24 13:09 stanza.txt

The folder structure for the tftproot/ after adding all the files from syslinux as per the tecmint link (not really sure
all of it is required actually, unless to make the menu format for vga work properly?) is:

stevee@DellMint ~ $ Is /tftpboot/

altmbr.bin elf.c32 isohdpfx.bin mbr_f.bin reboot.c32

altmbr_c.bin ethersel.c32 isohdpfx_c.bin memdisk rosh.c32

altmbr_f.bin gfxboot.c32 isohdpfx_f.bin memdump.com sanboot.c32

boot.txt gptmbr.bin isohdppx.bin meminfo.c32 sdi.c32

cat.c32 gptmbr_c.bin isohdppx_c.bin menu.c32 sysdump.c32

chain.c32 gptmbr_f.bin isohdppx_f.bin mint
ubuntu

cmd.c32 gpxecmd.c32 isolinux.bin mint64 ver.com

com32 gpxelinux.0 isolinux-debug.bin pcitest.c32 vesainfo.c32

config.c32 gpxelinuxk.0 kbdmap.c32 pmagic vesamenu.c32

cpuid.c32 hdt.c32 linux.c32 pmload.c32 vpdtest.c32

cpuidtest.c32 host.c32 Is.c32 poweroff.com whichsys.c32

diag ifcpu64.c32 lua.c32 pwd.c32 xp

disk.c32 ifcpu.c32 mboot.c32 pxechain.com zzjson.c32

dmitest.c32 ifplop.c32 mbr.bin pxelinux.0

dosutil int18.com mbr_c.bin pxelinux.cfg

http://www.stevepedwards.com/DebianAdmin/mint-as-a-pxe-server-fo...
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So, in summary, it's just a case of unpacking all the files from the pmagic PXE.tar.gzip from their sales site ($9
bargain), copying the pmagic folder to your tftproot folder you chose and set in dnsmasq.conf, getting your
dnsmasq server working for DHCP and TFTP, copying all the syslinux content to your tftproot, creating a
pxelinux.cfg/default text file with the correct menu terms, and checking they relate to where the files actually
reside in your tftproot file structure.

All being well it should take about 4 mins from boot menu to loaded desktop across a 100MB network.

Now you can try adding the contents of other Distro .ISO files to your tftproot folders (ubuntu worked well years
back, but some others like Asterix PBX did not, as | did not know enough - and still don't! - or the ISO file
systems are too complex/obscure to work out what is required where), and amending the menu options in the
pxelinux.cfg/default text file.

25/7/15

Here is a menu section that "seemed to work " for a full hard drive install for Ubuntu 64 netboot installer gzip
from here:

http://archive.ubuntu.com/ubuntu/dists/vivid/main/installer-amd64/current/images/netboot/

Boot Menu HAHHEBHUHN

http://www.stevepedwards.com/DebianAdmin/mint-as-a-pxe-server-fo...

29.02.2016 19:00



Mint as a PXE Server for PartedMagic and Multi OSs | Debian Linux... http://www.stevepedwards.com/DebianAdmin/mint-as-a-pxe-server-fo...

but then the completed installation does not boot properly and hangs at a black screen? That is not a PXE
issue though, | don't think (corruption?), as | got the i386 netboot gzip after, and wrote another menu, and this
time the install worked.

The menu sections for these Ubuntu and pmagic loads, are developed from my (tecmint) example above,
which | got working by trial and error, again combining clues from formats of the other examples, and can be
numbered how you like, but the format terms, in bold - including the commas - are:

default menu.c32
prompt O

timeout 300
ONTIMEOUT local

menu title ###H#H#H#HAH PXE Boot Menu ##HHH#HHH

label 1

menu label ~1) Install pmagic32

kernel pmagic/bzimage

INITRD pmagic/initrd.img,pmagic/fu.img,pmagic/m32.img,pmagic/files.cgz
APPEND edd=on vga=normal

label 2

menu label ~2) Install pmagic64

kernel pmagic/bzlmage64

INITRD pmagic/initrd.img,pmagic/fu.img,pmagic/m64.img,pmagic/files.cgz
APPEND edd=on vga=normal

label 5

menu label ~5) Install ubuntu64

kernel ubuntu-installer64/amd64/linux

append initrd=ubuntu-installer64/amd64/initrd.gz

include ubuntu-installer64/amd64/boot-screens/menu.cfg,ubuntu-installer64/amd64/boot-screens
/lvesamenu.c32

label 6

menu label ~6) Install ubuntu i386

kernel ubuntu-installer/i386/linux

append initrd=ubuntu-installer/i386/initrd.gz

include ubuntu-installer/i386/boot-screens/menu.cfg,ubuntu-installer/i386/boot-screens/vesamenu.c32
label local

menu label *local) Boot from local drive

localboot O

Remember to

chmod 755 -R </tftproot/>

directory, or PXE won't have permissions to load the files!

Mint is not working yet.

To see how the menus relate to the tftpboot structure:

11von 16 29.02.2016 19:00



Mint as a PXE Server for PartedMagic and Multi OSs | Debian Linux...

12 von 16

DellMint stevee # tree /tftpboot/pmagic/
[tftpboot/pmagic/

— bzimage

— bzimage64

— files.cgz

— fu.img

— initrd.img

F— m32.img

— m64.img

— pmagic_2015_07_07.iso

— pmodules

| F— PMAGIC_2015_07_07.SQFS
| L— scripts

L stanza.txt

DellMint stevee # tree /tftpboot/ubuntu-installer
[tftpboot/ubuntu-installer

L—i386

— boot-screens

| — adtxt.cfg

| — exithelp.cfg
| F—f10.txt

| F—flixt

| F—f2.xt

| F—f3.txt

| F—f4.txt

| F—B.axt

| F—f6.txt

| F—f7.txt

| F—f8.txt

| F—f9.txt

| F— menu.cfg

| F— prompt.cfg
| F—ratxt.cfg

| |— splash.png
| — stdmenu.cfg
| F— syslinux.cfg
| —txt.cfg

| L— vesamenu.c32
— initrd.gz

F— linux

F— pxelinux.0

L— pxelinux.cfg
L— default -> ../boot-screens/syslinux.cfg

DellMint stevee # tree -d /tftpboot/mint/
[tftpboot/mint/

— boot

| L—grub

| L— x86_64-efi
— casper

— dists

| L—trusty

| F— contrib

| | F— binary-amd64
| | L— binary-i386
| F— main

|

| F— binary-amde64
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| | L— binary-i386
| L—non-free
| |— binary-amdé4
| L— binary-i386
—EFI
| L—BooOT
— isolinux
F— pool

— contrib

| b

| L— ba3-fweutter

|

|

|

|

| |

| | | F—bcmwl

| | | L“—bogl

| | F—e

| | | F— efibootmgr
| | | L—eglibc

A

| || F—grub2

| | | L— grub2-signed
=

| | | b—linux-wlan-ng
| | F=m

| | | “—mouseemu
|| p—n

| | | bY—ncurses

| | F—s

| | | F—setserial
|| p—stim

| | | b— shim-signed
I

| | | L—tasksel

]

| | | L— ubiquity

| | —=w

| | F— wvdial

| | LY— wvstreams

| L— non-free

| t—s

| L— sl-modem

L— preseed

DellMint stevee # tree /tftpboot/mint/casper/
[tftpboot/mint/casper/

— filesystem.manifest

— filesystem.manifest-remove

— filesystem.size

— filesystem.squashfs

— initrd.Iz
F— memtest

L— vmlinuz
31/7/15
It may be a problem to run dnsmasq at boot up on a network due to conflicts with the "real” DCHP server,

which then means any hosts not getting the "real" server options may not get DNS and a gateway etc. so be
unable to access the web etc. If this happens to a Windows host, you have to shut off dnsmasq, then disable
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and re-enable the Win hosts network connection so it gets another DHCP address from the "real" server. So
how do you stop dnsmasq - or any other linux service like samba or apache2 - from running at boot?

Renaming the script links in /etc/rcX/ no longer works as there is a controlling service which ignores this file. so

try:

update-rc.d -f apache2 remove && update-rc.d -f dnsmasq remove

MintPC100 stevee # update-rc.d -f apache2 remove && update-rc.d -f dnsmasq remove

Removing any system startup links for /etc/init.d/apache?2 ...
[etc/rc0.d/KO9apache2
letc/rc1.d/K0O9apache2
letc/rc2.d/S91lapache2
[etc/rc3.d/S91apache2
[etc/rc4.d/S91apache2
letc/rc5.d/S91lapache2
letc/rc6.d/K09apache2

Removing any system startup links for /etc/init.d/dnsmasq ...

/etc/rc0.d/K85dnsmasq
/etc/rcl.d/K85dnsmasq
/etc/rc2.d/S15dnsmasq
[etc/rc3.d/S15dnsmasq
letc/rc4.d/S15dnsmasq
/etc/rc5.d/S15dnsmasq
/etc/rc6.d/K85dnsmasq

Check if it is stopped using nmap before and after to see if the ports used by that service are open e.g. TCP 80

for apache2, or UDP 67 for dnsmasq:

stevee@MintPC100 ~ $ nmap -sT 127.0.0.1

Starting Nmap 6.40 ( http://nmap.org ) at 2015-07-31 12:55 BST
Nmap scan report for localhost (127.0.0.1)
Host is up (0.00089s latency).

Not shown: 994 closed ports

PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

80/tcp open http

139/tcp open nethios-ssn

445/tcp open microsoft-ds

631/tcp open ipp

MintPC100 stevee # nmap -sU 127.0.0.1

Starting Nmap 6.40 ( http://nmap.org ) at 2015-07-31 12:58 BST
Nmap scan report for localhost (127.0.0.1)
Host is up (0.0038s latency).

Not shown: 992 closed ports

PORT STATE SERVICE

53/udp open domain

67/udp openl|filtered dhcps

68/udp openlfiltered dhcpc

69/udp openlfiltered tftp

137/udp open netbios-ns

138/udp openlfiltered netbios-dgm
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631/udp openlfiltered ipp
5353/udp openlfiltered zeroconf

Or you can check for running process:

MintPC100 stevee # ps ax | grep apache2

2301 ? Ss 0:00 /usr/shin/apache?2 -k start

2302 ? SI 0:00 /usr/shin/apache?2 -k start

2303 ? SI 0:00 /usr/shin/apache?2 -k start

2840 pts/4 S+ 0:00 grep --colour=auto apache2

MintPC100 stevee # ps ax | grep dnsmasq

1416 ? S 0:00 /usr/shin/dnsmasq -x /var/run/dnsmasg/dnsmasq.pid -u

dnsmasq -r /var/run/dnsmasg/resolv.conf -7 /etc/dnsmasq.d,.dpkg-dist,.dpkg-old,.
dpkg-new

2842 pts/4 S+ 0:00 grep --colour=auto dnsmasq

reboot

Check after reboot with nmap or ps again. Now, only the grep command is showing, not the services.

MintPC100 stevee # ps ax | grep dnsmasq
2433 pts/2 S+ 0:00 grep --colour=auto dnsmasq
MintPC100 stevee # ps ax | grep apache2
2435 pts/2 S+ 0:00 grep --colour=auto apache2

Only the DHCP client is showing, not the dnsmasq service:

MintPC100 stevee # nmap -sU 127.0.0.1

Starting Nmap 6.40 ( http://nmap.org ) at 2015-07-31 13:10 BST
Nmap scan report for localhost (127.0.0.1)

Host is up (0.000016s latency).

Not shown: 995 closed ports

PORT STATE SERVICE

68/udp openl|filtered dhcpc

137/udp open netbios-ns

138/udp openlfiltered netbios-dgm

631/udp openlfiltered ipp

5353/udp openlfiltered zeroconf

No HTTP 80 either:

MintPC100 stevee # nmap -sT 127.0.0.1

Starting Nmap 6.40 ( http://nmap.org ) at 2015-07-31 13:12 BST
Nmap scan report for localhost (127.0.0.1)

Host is up (0.00077s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

22/tcp open ssh

139/tcp open netbios-ssn

445/tcp open microsoft-ds

631/tcp open ipp

Start the services manually when you want:
MintPC100 stevee # service apache?2 start

* Starting web server apache2 AH00558: apache2: Could not reliably determine the server's fully qualified
domain name, using 127.0.1.1. Set the 'ServerName' directive globally to suppress this message
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Again, remove that apache2 ServerName warning by setting a webserver host name:

MintPC100 stevee # vi /etc/apache2/apache2.conf

# Global configuration

#

ServerName MintPC100

MintPC100 stevee # service apache?2 restart
* Restarting web server apache2
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@ Apache2 Ubuntu Default Page
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This is the d=fault welcame page used ta test the conect operetian of the Apachs2 server after
instalflation an Fhunta systems. It i based an the aguivalent page on Debian, from which the Uburta
Apache packaging is derrved. IF you can read this page, it means that the Apachs HTTP server installed
at this e i working property. ¥au shauld replace this file (lacatad at fvar/wew BTk Lidax BTal)
before cantinuing to aperate yaur HTTP s&rer,
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Cutfiguration Dverview
dhoiti’s Apashe? defaulr configuratian is differeit fram the upstream defaulr configuratian, and splic
into several files optimized fior interaction with Ubunti teals. The confguration system is fully
docunented fn fusrfshare S doc fapache? README. ebian.gz. Refer to thiz far the fall
dogumentation, Documentatan far the web server iself can be found by accessing the manual if the
apacheal-do packans was installed on this servar,

The carfiguratian layout for an dpache? web server installation on Ubuntu systems is as follaws:

Jetc/opacheds

J-- apached. coaf

J f--  ports.coaf

J-- mods-anciled

) == = lood

I ~ tieonf

J-= conf-enebled

it T tlconf

J== mites-enalled

I S 2IGE116] =
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