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The PXE environment allows you to boot a computiéin 8ystemRescueCd even if this computer has
no CDRom drive or USB socket. It allows you to b8gstemRescueCd from the network, and then
it's faster to troubleshoot computers on your netvamce a PXE-boot-server is installed. It's also
useful if you want to boot a computer that has pical drive (CD or DVD) or to troubleshoot a
remote computer to which you have no physical ecte#sert the disc. For the moment,

SystemRescueCd supports only PXE booting on thear@tecture (all PC computers: i386 and
= PARTITIONING amd64).

= |[VM2 GUIDE
= NETWORKING

System Guides

Requirements

Project links
= A computer or avirtual machine that can boot SystemRescueCd from a CD/USB/HD&cto
= Forums as a PXE server.
= Documentation = A client computer with a PXE able network card on the same network
= Sourceforge » SystemRescueCd version 1.4.0 or newer
= Mailing list
= Sparc edition How the PXE boot processworks
= Changes
The PXE boot server
Linux links

The PXE boot server is made of three stages:
» fsarchiver

= partimage m stagel: the DHCP server sends an IP address to the ghi#imextra info such as the address of
the TFTP server
m stage?: the TFTP server sends the first boot files (boater + kernel + initram.igz) to the
client
m stage3: the HTTP or TFTP or NFSv3 or NBD server sendgtine filesystem image
(sysrcd.dat) to the client.

These three parts can be installed either on desmgchine or on several computers.
SystemRescueCd provides a full PXE-boot-servepbtite box that you can run on a single
computer. Thexeboot srv service manages these three services for you.

The PXE boot process

You may need to understand what happens when youSystemRescueCd from the network. You
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will need this knowledge for troubleshooting in ead problems. Here are the most important steps of
the PXE boot process:

1. When the client computer tries to boot with PXHirgt emits a DHCP request on the network
to get an IP address.

2. Then a DHCP server replies with a DHCP offer tluattains a new IP address that was not
already allocated and some specific options (DN$ult route) and the IP address of the TFTP
server

3. The client receives this DHCP offer and accept$ @donnects to the TFTP server (it received
its IP address in the previous stage) to get tioe loader files.

4. The TFTP server sends the boot loader filesl(i nux) and the text files displayed on the
screen byxel i nux.

5. The client displays the pxelinux prompt, and therusn choose the boot options. It then
requests from the TFTP server the kernel and misdiles necessary to boot the system

6. The TFTP server sends the kernel and initramfs {igg:r escue64 +initram i gz) to the
client

7. The client boots this kernel and executes the t scripts that come with the initramfs.

8. During its initialization the kernel makes a DHGHjuest again because of thedhcp kernel
boot parameters. Indeed the kernel does not knewRttaddress used by the computer at the
pxelinux stage.

9. The client needs thesr cd. dat file. If you use HTTP or TFTP for the third stagfeen
sysrcd. dat will be downloaded into RAM so the client has sl enough memory (estimated
requirement: 400MB). If you use either NFSv3 or NBign you don't have this memory
requirement and the client will make permanent estgito the server each time it needs a file
from the root filesystem.

10.The client mountsysr cd. dat and it can now complete the boot process.

11. At this stage the client holds all the files in nam if you used TFTP/HTTP for the third stage,
so it does not require a boot server any moreoufgre using NFSv3 or NBD, the connection is
still required.

The pxebootsrv service
In SystemRescueCd the PXE server setup is doneavgihgle service namedeboot srv. This

service is charged with preparing the server comfijon and running the three worker services
involved in the PXE boot process. If you run gixeéboot srv with /et c/i nit. d/ pxeboot srv start
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this service analyses its configuration settingsiled irv et ¢/ conf . d/ pxeboot srv then it prepares
the configuration files of the other services amelfiles in/t f t pboot and then it starts these worker
services.

Thepxeboot srv service was written to make the pxe boot procasgeto use. The end user just
needs to configurgxeboot srv instead of three separate services. But in caseg®not happy with
this situation, you are free to configure theseises (DHCP + TFTP + HTTP/TFTP/NFSv3/NBD)
by hand.

Setup the PXE-boot-server on atypical configuration

About

These sections explain how to setup a SystemRedd¥E boot server with all the services running

on a single machine. It means that the DHCP semveéithe TFTP server and the HTTP server run on

a single machine of your network. If you want to these services on separate computers, please read
the next section.

Overview

You just have to start a SystemRescueCd from th&JSB/HDD and configure it to act as a PXE
boot server on your local network. HTTP will be diger the third stage. The configuration is very
simple, you just have to write your settings imaftg file and start the pxebootsrv service and'sha
it. You can then boot other computers from the oekwia PXE.

Stepsto configure PXE on the server

m Boot SystemRescueCd from the CD/USB/HDD on a coerite master)

Configure the network settings withconfi g andr out e. Here is a typical example:
mjfconfig ethO 192. 168.1.5/24
® route add default gw 192.168.1. 254

Edit your pxe/network settings iret c/ conf . d/ pxeboot srv

Start the service withet ¢/ i ni t. d/ pxebootsrv start. In case of errors, check thear /1 og

/ messages file for more details.

This master computer should now be ready to aatRXE boot server

https://lwww.system-rescue-cd.org/Sysresccd-manuaREE_network_bootir
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Here is a copy of a typicakt ¢/ conf . d/ pxeboot srv configuration file:

R R CONFI GURATION - - - - - - - mmmmmm e e e oo
# By default the current systens act as DHCP and TFTP and HTTP server

w# |'f you want another machine on your network to act as one of those

:# you will have to turn the appropriate option to "no"

1

W Set to "yes" if you want this machine to act as a DHCP server
:PXEBOOT SRV_DODHCPD="yes"

# Set to "yes" if you want this machine to act as a TFTP server
1PXEBOOTSRV_DOTFTPD="yes"

:# Set to "yes" if you want this nachine to act as an HTTP server
\PXEBOOTSRV_DOHTTPD="yes"

1

:# Here is a typical PXE-Boot configuration --> update with your settings
PXEBOOTSRV_SUBNET="192. 168. 1. 0"

PXEBOOT SRV_NETMASK="255. 255. 255. 0"

[PXEBOOTSRV_DEFROUTE="192. 168. 1. 254"

{PXEBOOTSRV_DNS="192. 168. 1. 254"

'PXEBOOTSRV_DHCPRANGE="192. 168. 1. 100 192. 168. 1. 150"

IPXEBOOTSRV_LOCALI P="192. 168. 1. 5"

1

E# Keep these val ues to $PXEBOOTSRV_LOCALIP if the current conputer

# acts as TFTP server and HITP server as well as DHCP server
IPXEBOOTSRV_TFTPSERVER=" $PXEBOOTSRV_LOCALI P" # | P address of the TFTP server
:PXEBOOTSRV_HTTPSERVERz" http://$PXEBOOTSRV_LOCALI P/ sysrcd. dat" # downl oad URL

Setup the PXE-boot-server on a custom configuration

About

In this section you will learn how to install a PXBot environment with the three services (DHCP,
TFTP, HTTP/TFTP/NFSv4/NBD) running on different rhates. Make sure you understand how the
PXE boot process works before you install the PXBtIserver with a configuration different from
the typical case.

Customization of the pxebootsrv service

You may configure the pxebootsrv service to provadsy those requirements which you need. For
example, if you already have a DHCP server runomgour network you may not want to install
another DHCP. In that case you can configure SyResuoueCd pxebootsrv to provide only the
TFTP/HTTP servers. You just have to turn off EX€BOOTSRV_DODHCPD option in/ et ¢/ conf . d

/ pxeboot srv.
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R R R R CONFI GURATI ON === = - s s m e e e e e e e e oo -
w By default the current systemacts as DHCP and TFTP and HTTP server
# |f you want another nachine on your network to act as one of those

W you will have to turn the appropriate option to "no"
1

1
1
1
1
1
1
1
1
1
# Set to "yes" if you want this nmachine to act as a DHCP server !
IPXEBOOTSRV_DODHCPD="no" i
:# Set to "yes" if you want this nmachine to act as a TFTP server .
{PXEBOOTSRV_DOTFTPD="yes" '
W Set to "yes" if you want this machine to act as an HTTP server |
:PXEBOOT SRV_DOHTTPD="yes" .

1

If you use another DHCP server, you will have tdate thenext - ser ver option in the DHCP

settings to make sure that the DCHP service sdraddtaddress of the TFTP server to the client.
Here is an example of how to use that option withiISC DHCPD server:

subnet 192.168. 1.0 net nask 255.255.255.0

range 192.168.1.200 192.168. 1. 210;

range dynam c-bootp 192.168.1.211 192. 168. 1. 220;
next - server 192.168.1.5;

filename "pxelinux.0";

P Rl

Customization of the boot command line

The PXE server is made of several services. Isdéitend stage, the server uses TFTP to send
multiple things to the client: boot loader (pxekn), kernel image (rescue32/rescue64/altker32
[altker64), initramfs (initram.igz). The boot loadgpxel i nux. 0 and it comes with a configuration
file which is sent to the client. This configuratile contains the boot command line which will be
used by the client to start the linux kernel. Téosnmand line is important since it contains the
SystemRescueCd boot options that are requirechtthruthird stage. The boot command line can be
used to specify the network settings and the methaidthe PXE client will use in the third stage of
the PXE boot process. Please refer to Network bsioilg PXE and Network configuration options for
a detailed list of options supported on the bootm@nd line. Here are two examples of valid
command lines for PXE boot:

8 von 12 03.05.2016 16:]



Sysresccd-manual-en PXE network booting - SystemcueEsd https://lwww.system-rescue-cd.org/Sysresccd-manuakEE_network_bootir

In the first example the client will use a statcdddress (192.168.157.100) and it will conneeinto
HTTP server to downloag)sr cd. dat in the third stage of the PXE boot process.

I abel nybootentryl

1 kernel rescue32

1
1
1
1
' append initrd=initramigz ethx=192.168. 157. 100 net boot =http://192. 168. 157. 1: 8080/ sysr cd. dat '
g d

Here is another example where the client runs & &élmel. It uses a dynamic IP address and
connects to an NBD server (192.168.157.1:200Merthird stage:

I abel nyboot entry2

1 kernel rescue64

1
1
1
1
' append initrd=initramigz dodhcp netboot=nbd://192. 168. 157. 1: 2000 '
| e e e e e e e e e e e e e e e e e = e e = = e e = = = = = = = = = = = = = = = = = = = = = = = = = = ———————— - A

Stepsto boot the client with PXE

m Check that your PXE boot server is ready to ansavére requests from the PXE client

= Check your client computer has at least 400MB ofVRifyou want to use HTTP or TFTP to
download sysrcd.dat

Setup your BIOS to boot from the network via PXE

Check your computer is connected to the same nktasthe server

Boot your client computer and it should work

Alter native methods: boot from NFS or NBD

In the previous sections, the client uses an HTFPH server to download the root filesystem (which
is stored in sysrcd.dat)- This file is stored immoey on the client machine, and then it can onlykwo
if the client computer has enough memory (512 MBnore in general).

With SystemRescueCd you can use either NFS (Net#itekSystem) or NBD (Network Block
Device) as a replacement for HTTP/TFTP. You will seed DHCP and TFTP for the early stages
anyway. NFS or NBD are only used to retrieve tha filesystem. In other words these alternatives
are used for steps 9, 10, 11 in the PXE boot peodescribed in the previous sections, and step$31 t
are still based on DHCP/TFTP.

NFS is more popular than NBD but NBD is much easiaronfigure since it only uses a single TCP
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port to work. In both cases the root filesystenl & mounted through the network. It means the
client will have to be connected until you shudatvn. If the connection breaks then it will stop

working.

Here are the two boot options introduced in SystestBeCd-1.4.0:

= nbdboot=ip:port: IP and Port of the NBD server that distributeopy of sysrcd.dat
m nfsboot=ip:/path: IP of the NFS v3 server and path to the directbat contains a copy of

sysrcd.dat NFS v4 is not supported.

About NBD

NBD (Network Block Device) provides a standard lloevice (called dev/ nbdo, / dev/ nbd1, ...) on

the client machine. These devices can be mountadyasormal disk. Each time a block is read on

such a device, there is a network request and Bi2 $&rver sends the data requested.

In SystemRescueCd, NBD is used to mount the lodphaat filesystem which is stored in
sysrcd. dat through the network. The configuration of the NB&wver is not described in this
documentation, but it's really easy. Most linuxtisitions provide a package calleh- server or

simply nbd which you can use to provide the boot server.

Here is an example NBD server configuration filatthou can use:

W | etc/nbd-server/config
:[generi c]

1 user = nbd

1 group = nbd

! listenaddr = 192.168.1.1

[ parti mage]

. exportnane = /mt/cdroni sysrcd. dat
! port = 2000

And here is an NBD server command:

About NFS

03.05.2016 16:]



Sysresccd-manual-en PXE network booting - SystemcueEd

11 von 12

To configure an NFS v3 server, you have to inskedlappropriate packages on your favourite linux

distribution, and then you can add such an enttiienet c/ exports file:

NFS requires multiple ports to work so it may benpticated if you have a firewall between the NFS

server and the SystemRescueCd client.

Also you have to check that thesr cd. dat andsysr cd. nd5 file are available on the NFS server:

#1s -1h /tftpboot/sysrcd. *
“rwr--r-- 1 root root 198M 2010-02-21 21:06 /tftpboot/sysrcd. dat

-rwWr--r-- 1 root root 45 2010-02-21 21:06 /tftpboot/sysrcd. md5

Retrieved from "http://www.system-rescue-cd.orghfinidex.php?title=Sysresccd-manual-
en_PXE_network_booting&oldid=7052"
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