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| ntroduction

Normally if you have a
cable modem or DSL, you
get your home PC's IP
address dynamically
assigned from your service
provider. If you install a
home cable/DSL router
between your modem and
home network, your PC will
most likely get its IP
address at boot time from
the home router instead.
You can choose to disable
the DHCP server feature on
your home router and set up
a Linux box as the DHCP
server.

This chapter covers only the

configuration of a DHCP server that provides IPraddes. The configuration of a Linux DHCP
client that gets its IP address from a DHCP ses/eovered in Chapter 3, "Linux Networking”, on
Linux Networking.

Download and Install the DHCP Package

Most RedHat and Fedora Linux software product pgekare available in the RPM format,
whereas Debian and Ubuntu Linux use DEB formatifegton files. When searching for these
packages, remember that the filename usually stéttithe software package name and is
followed by a version number, as in dhcp-3.23.5886.rpm. (For help on downloading and

installing the package, see Chapter 6, "Installiimyix Software".)

Managing the DHCP Server

Managing the DHCP daemon is easy to do, but theeplure differs between Linux distributions.
Here are some things to keep in mind.

» Firstly, different Linux distributions use differedaemon management systems. Each system

has its own set of commands to do similar operatidhe most commonly used daemon

management systems are SysV and Systemd.

= Secondly, the daemon name needs to be known.drcéisie the name of the daemodtispd.

Armed with this information you can know how to:

= Start your daemons automatically on booting

= Stop, start and restart them later on during tresiboting or when a configuration file

change needs to be applied.
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For more details on this, please take a look atMenaging Daemons" section of Chapter 6
"Installing Linux Software"

Note: If you modify your daemon configuration file rember that the changes won't take effect
till you restart the daemon.

Note: Remember to configure your daemon to start auticaily upon your next reboot.

dhcpd.conf File

You can define your server configuration parametethe dhcpd.conf file which may be located
in the /etc the /etc/dhcpd or /etc/dhcp3 direcwdepending on your version of Linux.

Note: The skeleton dhcp.conf file that is created whem install the package may vary in its
completeness. In Ubuntu / Debian, the skeleton dileopf file is extensive with most of the
commands deactivated with a # sign at the beginhingedora / RedHat / CentOS an extensive
sample is also created with activated commands fdiund in the following location which you
can always use as a guide.

Note: The dhcpd.conf configuration file formats in DabidJbuntu and Redhat / Fedora are
identical.

Here is a quick explanation of the dhcpd.conf filmst importantly, there must be a subnet section
for each interface on your Linux box.

v
Iddns-update-style interim
:ignore client-updates

'
isubnet 192.168.1.0 netmask 255.255.255.0 {
# The range of IP addresses the server

# will issue to DHCP enabled PC clients

# booting up on the network

range 192.168.1.201 192.168.1.220;

# Set the amount of time in seconds that
# a client may keep the IP address

default-lease-time 86400;
max-lease-time 86400;

# Set the default gateway to be used by
# the PC clients

option routers 192.168.1.1;

# Don't forward DHCP requests from this

# NIC interface to any other NIC

#interfaces

option ip-forwarding off;

# Set the broadcast address and subnet mask
# to be used by the DHCP clients

option subnet-mask 255.255.255.0;

# Set the NTP server to be used by the
# DHCP clients

option ntp-servers 192.168.1.100;

# Set the DNS server to be used by the
# DHCP clients

option domain-name-servers 192.168.1.100;

# If you specify a WINS server for your Windows clients,
# you need to include the following option in the dhcpd.conf file:

option netbios-name-servers 192.168.1.100;

# You can also assign specific IP addresses based on the clients'
# ethernet MAC address as follows (Host's name is “laser-printer":

host laser-printer {
hardware ethernet 08:00:2b:4¢:59:23;
fixed-address 192.168.1.222;

e

}

ki
E# List an unused interface here

'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
option broadcast-address 192.168.1.255; H
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
isubnet 192.168.2.0 netmask 255.255.255.0 { !

'

'

There are many more options statements you catousmfigure DHCP. These include telling the
DHCP clients where to go for services such as fimge IRC. Check the dhcp-options man page
after you do your install:

Note: The host statement seen in the sample dhcpd.terki be very useful. Some devices such
as network printers default to getting their IP r@$des using DHCP, but users need to access them
by a fixed IP address to print their documentssHtatement can be used to always provide
specific IP address to DHCP queries from a predefin NIC MAC address. This can help to

reduce systems administration overhead.
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DHCP Serverswith Multiple NICs

DHCP servers with multiple interfaces pose two @pmition challenges. The first is setting up
the correct routing and the second is making sohethe required interfaces are listening to serve
DHCP. Don't worry, both will be discussed next.

Routing

When a DHCP configured PC boots, it requests iad@ess from the DHCP server. It does this
by sending a standardized DHCP broadcast requektp the DHCP server with a source IP
address of 255.255.255.255.

If your DHCP server has more than one interface, lyave to add a route for this 255.255.255.255
address so that it knows the interface on whictetad the reply; if not, it sends it to the default
gateway. (In both of the next two examples, we mgsthat DHCP requests will be coming in on
interface eth0).

Note: More information on adding Linux routes and rogtinay be found in Chapter 3, "Linux
Networking".

Note: You can't run your DHCP sever on multiple inteefa®ecause you can only have one route

to network 255.255.255.255. If you try to do itujtbdiscover that DHCP serving working on only
one interface.

Temporary Solution

You can temporarily add a route to 255.255.2551268g the route add command as seen below.

If you want this routing state to be maintainee&ia# reboot, then use the permanent solution that's
discussed next.

Permanent Solution

Create a permanent route to 255.255.255.255. Tillisawy according to your version of Linux

Fedora/ RedHat / CentOS: Add the route to your /etc/sysconfig/network-stipute-ethO file if
the route needs to be added to your eth0 interface.

"
E# File /etc/sysconfig/network-scripts/route-ethO

!
1255.255.255.255/32 dev etho

Ubuntu / Debian: Add the route to your /etc/network/interfaces.fllethis case the route is added
to the ethO interface.

W# File: fetc/inetwork/interfaces
#

I

'

liface eth0 inet static

'

E up route add -host 255.255.255.255 ethO

Simple Linux routing is covered in Chapter 3, "LilNetworking" and will add more clarity to
adding permanent static routes.

Listening

Once you have defined the interface for your DHBERiIng you should also ensure that your
DHCP server only listens on that interface and thers. This methodology to do this varies
depending on your version of Linux.

Fedora/ RedHat / CentOS: The /etc/sysconfig/dhcpd file must be edited dard@HCPDARGS
variable edited to include the preferred interfdnehis example interface ethO is preferred.

'
W File: /etc/sysconfig/dhcpd
:DHCPDARGS:ethl

Debian / Ubuntu: The /etc/default/dhcp3-server file must be edéed the INTERFACES
variable edited to include the preferred interfdnehis example interface eth0 is preferred.
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v
W File: /etc/default/dhcp3-server H
INTERFACES="eth0" 1

'

You will be able to verify success in one of twoysaFirst the netstat command using the —au
options will give the list of interfaces listening the bootp (DHCP) UDP port.

h
\[root@bighoy-f ~}# netstat -au | grep bootp
Judp 0 0192.168.1.100:bootps  *:*
:[root@bighoy-f ~J

Secondly, your /var/log/messages file will alsoa@hthe defined interfaces used when the DHCPd

daemon was restarted.

'
WJan 8 17:22:44 bigboy dhcpd: Listening on LPF/eth0/00:e0:18:5c:d8:41/192.168.1.0/24 H
:Jan 817:22:44 bigboy dhcpd: Sending on LPF/eth0/00:€0:18:5¢:d8:41/192.168.1.0/24 '

'

Success! You can go back to lunch!

Configuring Linux Clientsto Use DHCP

A Linux NIC interface can be configured to obta® liP address using DHCP with the examples
outlined in , "Chapter 3, Linux Networking". Pleaséer to this chapter if you need a quick
refresher on how to configure a Linux DHCP client.

Configuring Windows Clientsto Use DHCP

Fortunately Windows defaults to using DHCP forilINIC cards so you don't have to worry
about doing any reconfiguration.

Using a Single DHCP Server to Serve Multiple
Networks

As stated before, DHCP clients send their reqUest$ addresses to a broadcast address which is

limited to the local LAN. This would imply that aHICP server is required on each subnet. Not so.
It is possible to configure routers to forward DHf&guests to a DHCP server many hops away.
This is done by inserting the IP address of théersiinterface on the DHCP client's network into
the forwarded packet. To the DHCP server, the dankorouter IP address field takes precedence
over the broadcast address and it uses this valpevide a DHCP address that is meaningful to
the client. The DHCP server replies with a broatipasket, and the router, which has kept track of
the initial forwarded request, forwards it back sods the client. You can configure this feature on
Cisco devices by using the ip helper-address cordrmarall the interfaces on which DHCP clients
reside. Here is a configuration sample that pdmts DHCP server with the IP address
192.168.36.25:

linterface FastEthernet 2/1

H ip address 192.168.1.30 255.255.255.0
! ip helper-address 192.168.36.25

e e

Simple DHCP Troubleshooting

The most common problems with DHCP usually aretéted to the server; after the server is
configured correctly there is no need to changesatiyngs and it therefore runs reliably. The
problems usually occur at the DHCP client's enchfuariety of reasons. The following sections
present simple troubleshooting steps that you cammgugh to ensure that DHCP is working
correctly on your network.

DHCP Clients Obtaining 169.254.0.0 Addresses

Whenever Microsoft DHCP clients are unable to conttaeir DHCP server they default to
selecting their own IP address from the 169.25etWork until the DHCP server becomes
available again. This is frequently referred tdAasomatic Private IP Addressing (APIPA). Here
are some steps you can go through to resolve tisegm:

= Ensure that your DHCP server is configured coryemtid use the pgrep command discussed
earlier to make sure the DHCP process is runniag.9pecial attention to your
255.255.255.255 route, especially if your DHCP sehas multiple interfaces.

http://www.linuxhomenetworking.com/Wikdex.php/Quick HOWT.
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= Give your DHCP client a static IP address fromgame range that the DHCP server is
supposed to provide. See whether you can ping H@Mserver. If you cannot, double-check
your cabling and your NIC cards.

= DHCP uses the BOOTP protocol for its communicakietween the client and server. Make
sure there are no firewalls blocking this traffiddCP servers expect requests on UDP port 67
and the DHCP clients expect responses on UDP golt$etcpdump on the server's NIC to
verify the correct traffic flows.

Other DHCP Failures

If the DHCP server fails to start then use youutagtroubleshooting techniques outlined in
Chapter 4, "Simple Network Troubleshooting", tophedctify your problems. Most problems with
an initial setup are often due to:

= Incorrect settings in the /etc/dhcpd.conf file sashot defining the networks for which the
DHCP server is responsible;

= Firewall rules that block the DHCP bootp protocnlW@DP ports 67 and 68;

= Routers failing to forward the bootp packets toEiCP server when the clients reside on a
separate network.

Always check your /var/logs/messages file for dhepors and remember that mandatory
keywords in your configuration file may change wiyem upgrade your operating system. Always
read the release notes to be sure.

Conclusion

In most home-based networks, a DHCP server isodssary because the DSL router / firewall
usually has DHCP capabilities, but it is an inténgsproject to try. Just remember to make sure
that the range of IP addresses issued by all DHPReEs on a network doesn't overlap because it
could possibly cause unexpected errors. You migintwo disable the router/firewall's DHCP
server capabilities to experiment with your newxrserver.

A DHCP server may be invaluable in an office enminent where the time and cost of getting a
network engineer to get the work done may makinpker for Linux systems administrators to do
it by themselves.

Creating a Linux DHCP server is straightforward gmatches all the major themes in the previous
chapters. Now it's time to try something hardet,li®fore we do, we'll do a quick refresher on how
to create the Linux users who'll be using manyhefdpplications outlined in the rest of the book.
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