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ports and make your system less vulnerable to security breaches.
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connects to the Internet. We will call this card eth1. The other card connects to Become POpulal‘..!
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How to : Configure Ubuntu as a Router

In summary: How To : Install/Upgrade to Linux Kernel

3.14.1in Ubuntu/Linux Mint Systems

e ethl = Network adapter connected to internet (external).

e ethO = Network adapter connected to a computer in the same subnet Basic Usage of 'ls' Command in Linux With
(internal). Examples

e 10.10.6.0 = Subnet for eth0

e 192.168.1.8 = IP address of Host A, any computer in the internet. How To : Upgrade to Linux Mint 17 (Qiana)

e 10.10.6.203 = IP address of ethO. from Linux Mint 16 (Petra)

® 10.10.6.204 = IP address of eth1.

® 10.10.6.205 = IP address of Host B, any computer in the same subnet. How To: Install/Upgrade to Linux Kernel

4.0.4 in Ubuntu/Linux Mint Systems

Configuring Network Interface Cards Bl iTo: Install NVIDIAR Sy @iGiaplics
Drivers in Ubuntu/Linux Mint Systems
Each network interface has to be assigned with a static IP address. The method of

allocating static IP addresses to the interfaces differs for desktop edition and Working with 'Arrays' in BASH Scripting

server edition of Ubuntu. Both the methods are elaborated below.
How To : Install TeamViewer 9 in

Ubuntu/Linux Mint

For Ubuntu- Desktop edition: X . X
Linux Kernel 3.16 Stable is Now Available!

Install Linux Kernel 3.16 in Ubuntu/Linux
Mint Systems

CHMOD : Basics of Files/Directories

Connection name: | Wired connection 0

System Settings = Network = Select Interface = Options

Permissions and Use of CHMOD
[ Connect automatically

Wired | 802.1x Security IPv4 Settings IPv6 Settings

Device MAC address: ‘00:(0:25:A1:DB:EC (etho)\ v My Blog LiSt
Cloned MAC address:
MTU: automatic h Eﬂi bytes
Categories
LINUX IPTABLES LINUX COMMANDS
NETWORKING SHELL SCRIPTING HOW-TO
LINUX SECURITY LINUX SOFTWARE
¥ Available to all users | Cancel || save..
FREE LINUX EBOOKS
Connectionname: | Wired connection 0
& Connect automatically Copyright © 2013-2014 Your Own Linux..! .
Wired 802.1x Security | IPv4 Settings | IPv6 Settings Powered by Blogger.
Method: | Manual v
Addresses
Address Netmask Gateway Add

10.10.6.203  255.255.255.0  10.10.6.203 _ Delete

DNS servers: 192.168.1.8

Search domains:

HCP client
"1 Require IPv4 addressing for this connection to complete

Routes...

& Available to all users | Cancel || save.. |
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& Connect automatically

Wired | 802.1x Security IPv4 Settings IPv6 Settings

Device MAC address: | 00:1E:C9:5C:90:9A (eth1)| v
Cloned MAC address:
MTU: automatic 5P| bytes

& Available to all users Cancel || Save..

L) Editing Wired connection 1

Connectionname: |Wired connection 1

& Connect automatically

Wired 802.1x Security IPv4 Settings | IPv6 Settings

Method: | Manual v
Addresses
Address Netmask Gateway Add

10.10.6.204  255.255.255.0  10.10.6.2 Delete

DNS servers: 192.168.1.8

Search domains:

DHCP client ID:

| Require IPv4 addressing for this connection to complete

¥ Available to all users | Cancel Save...

For Ubuntu- Server edition:

1. Open Terminal (Ctrl+AIt+T)

2. Enter following command to edit 'interfaces’ file:
sudo vim /etc/network/interfaces

3. Edit the file with the following lines:

auto lo

iface lo inet loopback

auto etho

iface eth0 inet static
address 10.10.6.203
netmask 255.255.255.0
gateway 10.10.6.203

auto ethl

iface ethl inet static
address 10.10.6.204
netmask 255.255.255.0
gateway 10.10.6.2

Enable IP forwarding

Sheet | More Linux eBooks

Configure the Ubuntu system so as to initiate routing between two interfaces by

enabling IP forwarding:

sudo sh -c¢ “echo 1 /proc/sys/net/ipv4/ip forward’’

Edit /etc/sysctl.conf, and (up to 10.04) add these lines:

net.ipvé4.conf.default. forwarding=1

3von7

26.08.2015 19:52



How to : Configure Ubuntu as a Router ~ Your Own Linux..!

4von7

http://www.yourownlinux.comy2013/07/how-to-confi gure-ubuntu-as-rou...

Cheat Sheet | More Linux eBooks

— — Command Line
From 10.10 onwards, it is sufficient to edit /etc/sysctl.conf and

# net.ipvéd.ip forward=1

so that it reads:

net.ipvéd.ip forward=1

uncomment:

mandar@mandar: ~
ﬁnet.ipv4.conf.default.rpifllter—l
#net.ipv4.conf.all.rp filter=1

# Uncomment the next line to enable TCP/IP SYN cookies
# See http://lwn.net/Articles/277146/

# Note: This may impact IPv6 TCP sessions too
#net.ipv4.tcp_syncookies=1

# Uncomment the next line to enable packet forwarding for IPv4

net.ipv4.ip forward=1

# Uncomment the next line to enable packet forwarding for IPv6
# Enabling this option disables Stateless Address Autoconfiguration

# based on Router Advertisements for this host
#net.ipv6.conf.all.forwarding=1

19,1

40%

IP Masquerading

To enable IP masquerading, enter following set of commands in terminal:

sudo iptables -t nat -A POSTROUTING -o ethl -j MASQUERADE

sudo iptables -A FORWARD -i ethl -o eth0 -m state --state

RELATED, ESTABLISHED -j ACCEPT

sudo iptables -A FORWARD -i eth0 -o ethl -j ACCEPT

mandar@mandar:~$ ifconfig | grep inet

inet6 addr: fe80::2a92:4aff:fe50:a99e/64 Scope:Link
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host

mandar@mandar:~$

mandar@mandar:~$

mandar@mandar:~$ ping 192.168.1.8

PING 192.168.1.8 (192.168.1.8) 56(84) bytes of data.

64 bytes from 192.168.1.8: icmp req=1 ttl=62 time=0.316 ms

64 bytes from 192.168.1.8: icmp req=2 ttl=62 tim .296 ms
64 bytes from 192.168.1.8: icmp_re tt1=62 tim .329 ms
64 bytes from 192.168.1.8: icmp_re tt1=62 tim .358 ms
64 bytes from 192.168.1.8: icmp_re tt1=62 tim .258 ms
64 bytes from 192.168.1.8: icmp req=6 ttl=62 time=0.419 ms

--- 192.168.1.8 ping statistics ---

rtt min/avg/max/mdev = 0.258/0.329/0.419/0.052 ms
mandar@mandar:~$ i

Result

6 packets transmitted, 6 received, 0% packet loss, time 4998ms

inet addr:10.10.6.205 Bcast:10.10.6.255 Mask:255.255.255.0

Do not forget to save these IPTables rules. Unless they are saved, they will be lost

after next system reboot as they are stored in volatile memory.

# iptables-save > /etc/iptables.rules

Above command will activate previously saved IPTables rules when system reboots

making the changes permanent.

Credits: Mr. Mahesh Doijade (TechDarting.com)
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16 comments:

’ Anonymous 24 September 2013 at 14:38

shouldn't ethO be in the same network as the client? Is presume the
client would use eth0 as its def gw?

Reply

’ Mandar 24 September 2013 at 23:28

Well, in above experimentation, ethO (the router in fact) and the
client were in the same network. And IP address of ethO was the
default gateway for the client.

Plus 1 for you. :)

Reply

! Anonymous 26 September 2013 at 19:57

I cannot find the gateway 10.10.6.2 from your connection diagram
or summary. Can you show me where it is.

Reply
Replies

l Mandar 28 September 2013 at 01:40

This experiment was performed in the college campus
and the gateway 10.10.6.2 was located between the
Switch and Host A.

Reply

Ahmed Alaa 26 October 2013 at 06:58

@

R shoudn't the ethO gateway be (10.10.6.204) ? or it is right as you
did it ?
Reply

Replies

’ Mandar 26 October 2013 at 10:36

It worked fine for me.

Reply

poison 28 October 2013 at 12:17

Getting an error:

firewall:~$ sudo iptables -A FORWARD -i ethl -o ethO -m state -state
RELATED,ESTABLISHED -j ACCEPT

Bad argument ' RELATED,ESTABLISHED'

Try "iptables -h' or 'iptables --help' for more information.

Any ideas?

Reply

‘ poison 29 October 2013 at 05:28

Hi. Theres a mistype with your tuto, it should be: sudo iptables -A
FORWARD -i ethl -0 ethO -m state --state RELATED,ESTABLISHED -j
ACCEPT

Thanks for the tuto, saved my day!
Reply
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when i enter the command: sudo iptables -t nat -A POSTROUTING -o
ethl -j MASQUERADE

i get this message: iptable: no chain\target\match by that name
what should i do?

Reply
Replies

’ Mandar 4 November 2013 at 10:07

Try updating your kernel version and reboot your
system.

Reply

post-factum 10 November 2013 at 07:23

Lots of crap may happen while using abovemention configuration.

First of all, it may be OK to enable Path MTU Discovery with MSS
Clamping (http://lartc.org/howto/lartc.cookbook.mtu-mss.html).
Otherwise half of sites won't work.

Secondly, sometimes it's necessary to disable TCP timestamps
(http://www.tmltechnologies.com/html-2012/index.php/linux-rescue-
kits/82-secret/91-disable-tcp-timestamps-on-linux). Otherwise you
may face specific TCP ports unreachability.

Other tricks may involve MTU lowering.

Consider that.

Reply

Phat Ho 14 January 2014 at 17:46

Iread your post. Thanks so much!

I have problems for my network: Host A, RedHat Linux (2 Lan Cards),
Host B.

_ Host A: 192.168.1.2 netmask 255.255.255.0 gw 192.168.1.1
(connect to ethO - RedHat).

_ RedHat Linux: eth0 192.168.1.1 netmask 255.255.255.0

eth1l 192.168.2.1 netmask 255.255.255.0

_ Host B: 192.168.2.2 netmask 255.255.255.0 gw 192.168.2.1
(connect to ethl RedHat).

From Host A, I can ping to ethO, ethl but I can't ping to Host B

And From Host B, I can ping to ethO, ethl but I can't ping to Host A
Can you help me?

Reply

Anonymous 13 February 2014 at 04:28

If Host A and Host B are in the same network, there is no need of a
router!

I tryied with host A and host B in differents networks but it doesn't
work :(

Any tips???

Reply

Anbarasan 16 February 2014 at 03:05

Here ethl should be in 192.168.1.x network. then only Host A can
reach ethl as a Gateway. It should not be in 10.0.6.x

Reply

Anonymous 26 January 2015 at 19:28

If both of your cards are in the same [sub]network the PC is not
routing is switching.

In the configuration described the Switch must be rounting or Host A
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l Anonymous 24 June 2015 at 05:15

DNS not resolving in the client machine, but it is resolving in the
server. please help.

Reply
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