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This article assumes you have a clean install of Debian and have root level access to the server. Note this was performed on a minimal install with no desktop.
Prereqs
To be able to perform a successful kernel build, you will need to install the following packages:

apt-get install bc bce bin86 gawk bridge-utils iproute libcurl3 libcurl4-openssi-dev bzip2 module-init-tools transfig texinfo texlive-latex-base gcc-multilib texlive-fonts-extra texlive-fonts-
recommended pciutils-dev mercurial libncurses5-dev patch libvncserver-dev libsdl-dev gettext libaio1 libaio-dev libssl-dev ias! libbz2-dev git-core uuid-dev python python-dev python-twisted
build-essential make gcc libc6-dev zlib1g-dev texlive-latex-recommended e2fslibs-dev libyajl-dev libpixman-1-dev liblzma-dev

XEN Compile and install

Now lets get the XEN tarball and make XEN

cd /usr/src

wget https://downloads.xenproject.org/release/xen/4.9.0/xen-4.9.0.tar.gz

tar xvf xen-4.9.0.tar.gz

cd xen-4.9.0

/configure -enable-githttp -libdir=/usr/lib

make -j 5 xen

make -j 5 tools

make -j 5 stubdom

cd dist/install =
c-R*/

vi /etc/default/xendomains and comment out #XENDOMAINS_SAVE=/var/lib/xen/save |

These tweeks should make XEN start at system startup and also create the bridge we need for the DomUs. Please note that rc3.d could be rc2.d depending on your runlevel, check  F
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witthe command runlevel at the prompt.
tidyhosts

In -s /etc/init.d/xendomains /etc/rc0.d/S10xendomains
https://www.tidyhosts.com/

In -s /etc/init.d/xendomains /etc/rc6.d/S10xendomains

In -s /etc/init.d/xencommons /etc/rc3.d/598xencommons

In -s /etc/init.d/xendomains /etc/rc3.d/S98xendomains

In -s /root/xendomOcaps /etc/rc3.d/598xendomOcaps

In -s /root/iptables-enable /etc/rc3.d/S99iptables-enable (not required)
vi /root/xendomOcaps (add xI sched-credit -d Domain-0 -w 512)
chmod +x /root/xendomOcaps

vi /etc/rc.local (add /usr/bin/setterm -powersave off -blank 0

vi /etc/xen/xend-config.sxp

find line (network-script network-bridge) and comment out
#network-script network-bridge

vi /etc/xen/xl.conf (disable autoballon)

autoballon=0

Interfaces

As newer versions of XEN can use the system bridge rather than its own script we need to edit the network configuration to invoke our new bridge. Firstly create our new bridge

interface. Replace the IP values with your settings. gt
vi /etc/network/interfaces in
auto xenbr0 ding

iface xenbr0 inet static
bridge_ports ethO

address 172.20.45.1
netmask 255.255.0.0
network 172.20.0.0
broadcast 172.20.255.255
gateway 172.20.0.1

Once done reboot to ensure the config applies successfully.

Kernel Compile

Now XEN is complete we need to get our kernel for Dom0. Replace the kernel number with the version you want to use.
cd Jusr/src

(Please note the kernel version maybe significantly newer than detailed here)

wget https://cdn.kernel.org/pub/linux/kernel/v4.x/linux-4.12.3.tar.xz

tar xvf linux-4.12.3.tar.gz

cd linux-4.12.3

make menuconfig

Go into Processor type and features
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Processoy type and features
irrow keys navigate the menu. <Enters selects aubmenus -——-3,
Highlighted letters are hotkeys. Pressing <¥> includes, <N-
excludes, <M> modularizes features, Fress cEscrcEacs to exit, <@
for Help, </» for Search. Legend: [*] built-din [ ] excluded

[*] High Resolution Timer Support

[*] Symmetric multi-processing Support

[*] Enshle NP3 table

[*] Zupport for extended (non-PC) x68 platforms
[ 1 ScaleNF wSME

[*] Singl WCHAN i

paravirt-ops debuddging
Memtest
Progessor family (Generic-x86-641 --—-»
IEM Calgary IOMMO support
Zhould Calgary be enshled by defaulc?

Ensble Naximum nuxber of SHP Processors and NUMA Nodes

ZMT (Hyperthreading) scheduler support
Multi-core sScheduler support
Fine granularity task level IRQ time accounting (NEW)

Preemption Model (Voluntary Kernel Preemption (Desktop))

Beroute for broken hoot IRQs
Machine Check / owverheating reporting
Intel MCE features
LMD MCE features
- Machine check injector support

Statically enable all XEN features

& ropt@xen:fusrisrcilinux-3.4.5

Go back to the main menu and enter Device Drivers menu, then enter block devices menu
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Paravirtualized uest support
Arrow keys navigarte the menu. <Enter> selects submenus --->.
Highlighted letters are hotkeys. Pressing <¥> includes, <N>
excludes, <M> modularizes features. Press <Escr<Escr to exit,
<% for Help, </» for Scarch. Legend: [*]'builtfin ol

tual steal time accounting
Zen guest Support
Enable Xen debug and tuning parasmeters in debugfs
EVHM paravirtualized clock
ENM Guest support
Ensble paravirtuslization code
Faravirtualization layer for spinlocks
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Device Drivers
Lrrow keys navigate the menu. <Enter> selects submenus ——->.

‘Highlighted letters are hotkeys. Pressing <¥» includes, <N>

excludes, <M> wodularizes festures. Press <Escr<Esck to exit, <2»

for Help, </> for Zearch. Legend: [*] built-in [ ] excluded

Generic Driver Options ———>

Connector — unified userspace <-> kernelspace linker ———3
Hemory Technology Device {HTD) SUppOrt  —-——>

Parallel port support ——-=3

Flu ; -

Mizc devices
LTA/ATAPI/MFM/BLL support (DEPRECATED) ——-x

SCST device suppokf. ===

Serial ATA and Parallel ATA drivers ———>

Multiple devices driver support (RAID and LVM) ~——-3>
Generic Target Core Mod (TCH] and ConfigF3 Infrastructure
Fusion MPT dewvice support ——-> '

IEEE 1394 (FireWire] support ————>

120 dewvice suppdrt S

Hacintosh devide drivers -—-—>

Hetwork device support ———»

ISDN support ——-s

Input device SUpport.  ———x

Character devices —--3

I2C support. ———>x

SPE subport T

Statically enable the 2 XEN options

Elock devices
Arrow keys navigate the menu. <Enter> selects submenus ——->.
Highlighted letters are hotkeys. Pressing <¥> includes, <>
excludes, <M:r modularizes features. Fress <Esci<Esck Co exit, <7
for Help, </» for Search. Legend: [*] built-in [ ] excluded

S Loophack device support
(§=h ‘Mumber of loop devices to pre-create at init time (MNEW
<M Cryptoloop Support
< DRED Distributed Beplicated Elock Device support (NEW)
<*> HMNetwork hlock device support
< > NVM Express block device (MEW)
<M= 3D object-as-hlkdewv support
<M Promise SALTL SES support
S Low Performance USE Elock driver [(deprecated)
o FAM hlock device Support
(16) Default number of RAM disks
{16384) Default EAM disk size [kKbytes)
] Zupport EIP filesystems on BEAM block device
<M» Facket writing on CD/DVD wedia
(H=h Free buffers for datsa gathering
[1 Ensbhle write caching [(EXPERIMEMTAL)
ATL over ELhernet sSupport

#en block-device backend driver

Virtio block driver [(EXPERIMENTAL)

Very old hard disk (MFM/BLL/IDE] driver
Fados block device [(RED) (MEW

Go back to the Device Drivers menu and go down to XEN driver support
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Jf.Ih\t@xsn:.'usrlsrcllinux-3.4. 5

1fig = Lin

Dentice: Drivers

Arrow keys navigate the menu. <Enter> selects submenus —-——>.
Highlighted letters are hotkeys. Pressing <¥> ineludes, <H->
excludes, <M» modularizes features. Press <Escr<Escr to exit,; <2
for Help, <f» for Search. Legend: [*] built-in [ ] excluded:

<M
<M=
<Mz
e

[l

Ultra Wideband devices (EXPERIMENTAL) st
MMC/SD/ S0 I0 card Support -—-=-3
Zony MemoryStick card support (EXPERIMENTAL] -—=-3
LED Support: =-=>
locessibility support: ===
InfiniBand support -—-=-i
EDAC (Error Detection ind Correction) reporting --—&
Eeal Tiwe Clock —-=&
OMA Engine support -———&
tuxiliary Display support -———-%
Userspace 1/0 drivers -—+=-%
Wirtio drivers -—--%
Microsoft Hyper-¥ Qguest Support. -—--3
n o p
Staging drivers b

‘#8& Platform Specific Device Drivers -—--3»

Hardware Spinlock driwvers ---=

TOMMI Hardware Support (NEW) =

Femoteproc drivers (EXPERIMENTAL) —==-3

Eymsg drivers (EXPERIMENTAL)] —=--3

Virtualization drivers (NEW]| e

Generic Dynamic Voltage and Frequency Scaling (DYFS) suppo

Statically enable all features

root@xen:fusrfsreflinux-3.4.5

sgonfig - Linu 4 -3.4.5 Configursa

Arrow keys navigate the menu. <Enters> selects submenus -———3.
‘Highlighted letters are hotkeys. Pressing <Y includes, <N>
excludes, <M> modularizes features. Press <Esce«<Escr to exit,

<% for

¥en driver support

‘Help, </» for Search. Legend: [*] built-in [ ]

[§
L=t
L=t
e
L=t
e
L=t
L=t
eE
eE
e
e

Memory hotplug support for Xen balloon driver
Sorub pages hefore returning them to System
Zen fdevixenfevicchn device
Backend driver support
Zen filesystem
Creste compatibility mount point /proc/xen
Creste xen entries under /sys/hypervisor
uSerspace grant access device driver
ser-space grant reference asllocstor driver
Zen PCI-device backend driver
¥en ACPI processor
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Go back to Device Drivers, go into Network device support and statically enable the 2 XEN options at the bottom
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Lfﬂ-'»t@x:m:.’u;r.’s:c!linu 3.4.5

Hetwork device Support

Arrow keys navigate the menu. <Enters selects submenus ---7. Highlighted
letters are hotkeys. Pressing <¥> includes, <N> excludes, <M> modularizes
FeEdEnres. Press efsesafeesdbalpdie, Sl e Help, R oo o Senrehl

‘built-in [ ] excluded <M> module < > module capable

Legend: [*]
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{5 PPF [point-to-point protocol] support
< = FPP BSD-Compress compression
<M= FPP Deflate compression
[*] FPF filtering
<M= FPF MPPE compression (encryption) (EXPERIMENTAL)
[L*] FPF nultilink support (EXPERINENTAL)
M PPP owver ATH
<M= PPF over Ethernet (EXPERIMENTAL)
<M FPF support for async serial ports
oM PPP support for sync Lty ports
<M= SLIP (serial line) support
[*] C3LIP compressed headers
[*] ¥eepalive and linefill
B Six hit 3LIF encapsulation
B Token Ring driver support =--->
USE Metwork Adapters =——->
Tireless LEN =23
WiMAX Wireless Broadband devices —-=>
lan interfaces support
n k ce fr d driver
Zen backend network device
Vllvare VHENET3 sthernet driver

Exit out and save.

Note to make sure all options are selected run
cat /usr/src/linux-4.12.3/.config | grep XEN

You should see the same as

CONFIG_XEN=y
CONFIG_XEN_DOMO=y
CONFIG_XEN_PRIVILEGED_GUEST=y
CONFIG_XEN_PVHVM=y
CONFIG_XEN_MAX_DOMAIN_MEMORY=500
CONFIG_XEN_SAVE_RESTORE=y
CONFIG_XEN_DEBUG_FS=y
CONFIG_PCI_XEN=y
CONFIG_XEN_PCIDEV_FRONTEND=y
CONFIG_XEN_BLKDEV_FRONTEND=y
CONFIG_XEN_BLKDEV_BACKEND=y
CONFIG_NETXEN_NIC=m
CONFIG_XEN_NETDEV_FRONTEND=y
CONFIG_XEN_NETDEV_BACKEND=y
CONFIG_INPUT_XEN_KBDDEV_FRONTEND=y
CONFIG_HVC_XEN=y
CONFIG_HVC_XEN_FRONTEND=y

# CONFIG_XEN_WDT is not set
CONFIG_XEN_FBDEV_FRONTEND=y
CONFIG_XEN_BALLOON=y
CONFIG_XEN_BALLOON_MEMORY_HOTPLUG=y
CONFIG_XEN_SCRUB_PAGES=y
CONFIG_XEN_DEV_EVTCHN=y
CONFIG_XEN_BACKEND=y
CONFIG_XENFS=y
CONFIG_XEN_COMPAT_XENFS=y
CONFIG_XEN_SYS_HYPERVISOR=y
CONFIG_XEN_XENBUS_FRONTEND=y
CONFIG_XEN_GNTDEV=y
CONFIG_XEN_GRANT_DEV_ALLOC=y
CONFIG_SWIOTLB_XEN=y
CONFIG_XEN_PCIDEV_BACKEND=y
CONFIG_XEN_PRIVCMD=y
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COMEIG_XEN_ACPI_PROCESSOR=y
tidyhosts

|t looks good then contlnue otherwise please correct before hand.
tt s://www.tidyhosts.com/

make -j 5 bzImage

make -j 5 modules

make -j 5 INSTALL_MOD_STRIP=1 modules_install
cp -a arch/x86/boot/bzimage /boot/vmlinuz-4.12.3
cp -a System.map /boot/System.map-4.12.3

cp -a .config /boot/config-4.12.3

depmod -a

mkinitramfs -o /boot/initrd.img-4.12.3 4.12.3
Modify GRUB2 to boot in XEN mode

cd /etc/grub.d

mv 10_linux 50_linux

vi /etc/default/grub

add these lines under GRUB_CMDLINE_Linux™

GRUB_CMDLINE_XEN_DEFAULT=dom0_mem=1024M,max:1024M

GRUB_CMDLINE_XEN= Yy
save and exit g+
now issue :
in
update-grub ding

reboot once complete.
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